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PREFACE 
 

Purpose This Training Support Package provides the instructor with a standardized lesson 
plan for presenting instruction for: 

  
Task Number          Task Title 
 
301-371-1150 Identify Intelligence and Electronic Warfare (IEW) Assets. 
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INTELLIGENCE AND ELECTRONIC WARFARE (IEW) OPERATIONS 
W326 / Version 1 

01 Oct 2004 

SECTION I. ADMINISTRATIVE DATA 

All Courses 
Including This 
Lesson 

 Course Number Version Course Title 
 
 600-BNCOC 1 Basic Noncommissioned Officer's 

Course 

Task(s) 
Taught(*) or 
Supported 

 
Task Number          Task Title 
 
301-371-1151 Identify Intelligence and Electronic Warfare (IEW) Assets. 
 

Reinforced 
Task(s) 

 
None. 

Academic    
Hours 

The academic hours required to teach this lesson are as follows: 
 Resident 
 Hours/Methods 
 1 hr 30 mins / Conference / Discussion 
  20 mins / Practical Exercise (Performance) 
Test 0 hrs   
Test Review 0 hrs   

 Total Hours: 2 hrs  

Test Lesson 
Number 

 Hours Lesson No. 

 Testing 
 (to include test review)  3 Hrs  E303  

Prerequisite 
Lesson(s) 

 Lesson Number Lesson Title 
 

None 

Clearance 
Access 

 

Security Level:  Unclassified 
Requirements:  There are no clearance or access requirements for the lesson. 
 

Foreign 
Disclosure 
Restrictions 

 

FD5. This product/publication has been reviewed by the product developers in 
coordination with the USASMA foreign disclosure authority.  This product is 
releasable to students from all requesting foreign countries without restrictions. 
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References  

Number Title  Date Additional 
Information 

FM 24-33 COMMUNICATIONS 
TECHNIQUES: 
ELECTRONIC 
COUNTER- 
COUNTERMEASURES 
THIS ITEM IS 
INCLUDED ON EM 0019 

17 Jul 1990  

FM 3-0  Operations Jun 2001  
FM 34-1 INTELLIGENCE AND 

ELECTRONIC 
WARFARE 
OPERATIONS 

27 Sep 1994  

 
Student Study 
Assignments 

 
Before class-- 
 
• Read Student Handouts 1 thru 4. 
 
During class-- 
 
• Participate in classroom discussion. 
• Complete PE-1. 
 
After class-- 

•   Turn in recoverable reference materials. 

Instructor 
Requirements 

 

1:16, SSG, BNCOC graduate, ITC and SGITC qualified. 
 

Additional 
Support 

Name Stu 
Ratio 

Qty Man Hours 

Personnel 
Requirements 

None    

Equipment 
Required 

ID 
Name 

Stu 
Ratio 

Instr 
Ratio 

Spt Qty Exp 

for Instruction 4110010190392 
PROJECTOR, CANNON 

1:16 1:2 No 1 No 

 673000T101700 
PROJECTOR, OVERHEAD, 3M 

1:16 1:2 No 1 No 

 702101T134520 
DELL CPU, MONITOR, MOUSE, KEYBOARD 

1:16 1:2 No 1 No 

 702501T132972 
MONITOR, 17", LITE ON TECHNOLOGY  

1:16 1:2 No 1 No 

 703500T102257 
DESKTOP/EPSON PRINTER 

1:16 1:2 No 1 No 

 704500T119010 
POWER BACKUP, APC, BK400  

1:16 1:2 No 1 No 

 AV CENTER 
WITH AUDIO CAPABILITIES OF T-NET AND VTC 

1:16 1:2 No 1 No 

 MICROPROCESSOR 
1.7 GHZ, P4 MICROPROCESSOR, 20.5 
GIGABYTES HDD 

1:16 1:2 No 1 No 
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 SNV1240262544393 
36 - INCH COLOR MONITOR W/REMOTE 
CONTROL AND LUXOR STAND 

1:16 1:2 No 1 No 

 SOFTWARE-1 
MS-DOS, LATEST GOVERNMENT APPROVED 
VERSION 

1:16 1:2 No 1 No 

 SOFTWARE-2 
WINDOWS XP, LATEST GOVERNMENT 
APPROVED VERSION 

1:16 1:2 No 1 No 

 TV SYSTEM 
8 - CHANNEL CLOSED-CURCUIT TV SYSTEM, 
1/2" 

1:16 1:2 No 1 No 

 * Before Id indicates a TADSS 

Materials 
Required 

 

Instructor Materials:  
• Training support package. 
• VGT-1 thru VGT-10. 

Student Materials:  
• Pen or pencil and writing paper. 
•     Reading material listed on the Advance Sheet. 
 
 

Classroom, 
Training Area, 
and Range 
Requirements 

CLASSROOM INSTRUCTION 900 SF, 16 PN or Classroom Conducive to Small 
Group Instruction of 16 Students. 

Ammunition 
Requirements 

Id Name Exp Stu 
Ratio 

Instr 
Ratio 

Spt 
Qty 

 None     

Instructional 
Guidance 

NOTE:  Before presenting this lesson, instructors must thoroughly prepare by studying this 
lesson and identified reference material. 

Before class-- 
 
• Inform students that they must read SH-1 thru SH-4 prior to class. 
 
After class-- 
 
• Collect and turn in all recoverable materials. 
 
Student Discussion Leader: 
 
Before class-- 
 
•   Study the TSP material and references before presenting this lesson. 
 
During class-- 
 
•   Facilitate group process IAW TSP and conduct PE-1. 
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/s/Bennett-Green, Agnes D. 

 

SGM 
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/s/Lemon, Marion 

 

SGM 
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SECTION II. INTRODUCTION 

Method of Instruction:    Conference / Discussion  
Technique of Delivery:  Small Group Instruction (SGI) 
Instructor to Student Ratio is:    1:16  
Time of Instruction:    5 mins  
Media:    None.  

Motivator 
 

         Your mission is to subdue, not kill, one person located in a 100’ x 100’ room.  

The color of the room ceilings, walls, and floors is flat black.  The lights are not on.  

The room has pits with variable size openings that are 10 feet deep and randomly 

located throughout the room.  You have twenty minutes to complete the mission. 

         If you were to accept the mission under these rather restrictive conditions 

the mission would very likely fail.  Some reasons for this conclusion are that you 

have no idea of the locations of the pits or the person in the room.  The area is too 

large to manually search in the dark under the given time constraints.  It would be 

the same as going to war not knowing the enemy’s location or capabilities.  In the 

plans, orders, and annexes lesson, we will discuss how to prepare an operation 

order that would help you successfully accomplish the mission.  We learned that 

an operation order is a written or oral communication directing actions.  It provides 

us with information such as the situation of enemy and friendly forces, the mission, 

and the commander’s intent.  The execution paragraph describes the integration of 

other major elements such as engineer, air defense, and intelligence assets and 

specific tasks assigned to each combat support element. 

         Later in this course we will have a lesson titled graphics and overlays.  

During that lesson you will learn how to graphically depict the battlefield picture as 

stated in the operation order and learn to maintain that overlay as the battle 

progresses. 

        The question is, “How do we get the intelligence to prepare an operation  
 
order and operation overlay so that the room becomes brighter and we have more  
 
of a chance of successfully accomplishing the mission?”  Along with that, “How do  
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we keep the enemy from finding out information and intelligence about friendly  
 
forces that would endanger us as we accomplish our mission?” 
 

Terminal 
Learning 
Objective 

 
NOTE:  Inform the students of the following Terminal Learning Objective 
requirements. 

At the completion of this lesson, you [the student] will: 
 

 Action: 
 

Recognize the fundamentals of intelligence and electronic warfare 
(IEW) operations. 
 

 Conditions: 
 

As a unit leader in a company or/battalion level unit and given FM 
24-33, FM 3-0, and FM 34-1.       
 

 Standards: 
 

Recognized the fundamentals of intelligence and electronic warfare 
(IEW) to include: 
 
• levels of intelligence (strategic, operational, and tactical); 

• intelligence disciplines and functions (human intelligence, 

imagery intelligence, measurement and signature intelligence, 
signals intelligence, counterintelligence, and technical intelligence);  

• characteristics of intelligence (timely, relevant, accurate, and 

predictive);  

• primary intelligence tasks; and the electronic warfare 

components (electronic attack, electronic warfare support, and 
electronic protection)  

 
IAW FM 24-33, FM 3-0, and FM 34-1.       
 

  

Safety 
Requirements 

 

None 
 
 

Risk 
Assessment 
Level 

 

Low 
 

Environmental 
Considerations 

 

NOTE:  It is the responsibility of all soldiers and DA civilians to protect the environment from 
damage.  
 
None 
 
 

Evaluation 
 

      During this course, you will take a 50-question examination.  The examination  
 
will include questions on the ELOs and TLO from this lesson.  You must correctly  
 
answer 35 questions or more to receive a GO.  A GO is a graduation requirement.  
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Instructional 
Lead-In 

 

      Think back to the mission I described in the beginning of this lesson.  We will 

discuss one method of answering some of those questions:  intelligence and 

electronic warfare (IEW) operations.  We will identify the U.S. Army’s intelligence 

mission and the fundamentals of IEW operations to include the levels of 

intelligence, different disciplines used to collect information, the characteristics of 

intelligence, primary intelligence tasks, and lastly, the components of electronic 

warfare.  By the end of this lesson you will be aware of some of the tools we have 

to brighten that room so we can successfully accomplish the mission. 
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SECTION III. PRESENTATION 
 

NOTE: Inform the students of the Enabling Learning Objective requirements. 

A. ENABLING LEARNING OBJECTIVE 

ACTION: Describe the U.S. Army's intelligence mission. 
CONDITIONS: As a unit leader in a company or/battalion level unit and given FM 

24-33, FM 3-0, and FM 34-1.   
STANDARDS: Described the U.S. Army intelligence mission IAW SH-3, FM 34-1, 

page 1-1 and SH-2, FM 3-0. 
 
1. Learning Step / Activity 1. Describe the U.S. Army's Intelligence Mission. 
  Method of Instruction: Conference / Discussion 
                      Technique of Instruction:   Small Group Instruction (SGI) 
  Instructor to Student Ratio: 1:16 
  Time of Instruction: 10 mins 
  Media:  VGT-1 

 
          Let’s begin by discussing the U.S. Army’s intelligence mission. 

QUESTION:  What is the U.S. Army’s intelligence mission? 

ANSWER: See VGT-1 
 
NOTE:  Allow students to provide answers and then show VGT-1. 
 
SHOW VGT-1, INTELLIGENCE MISSION 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-1

The mission of Army intelligence is to provide 

timely, relevant, accurate, and synchronized 

intelligence and electronic warfare (IEW) support 

to tactical, operational, and strategic commanders 

across the range of military operations.

INTELLIGENCE MISSIONINTELLIGENCE MISSION

 
 
Ref:  FM 34-1, chap 1, p 1-1 

          The mission of Army intelligence is to provide timely, relevant, accurate, and 

synchronized intelligence and electronic warfare (IEW) support to tactical, operational, and 

strategic commanders across the range of military operations.  In military operations other than 
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war (MOOTW), IEW operations support the promotion of peace, the resolution of conflict, and 

the deterrence of war.  These operations reduce uncertainty and risk to U.S. forces and permit 

the effective application of force. 

      Let’s clarify some of this terminology. 

QUESTION:  What is the responsibility of commanders at the different levels of war? 

ANSWER: Commanders at the tactical level execute battles and engagements.  Commanders 

at the operational level provide the link between strategic and tactical commanders.  

Commanders at the strategic level concern themselves with worldwide or national operations.   

Ref:  FM 3-0, Chap 2, p 2-2 and Fig 2-1, p 2-3 (SH-2) and FM 34-1, chap 2, p 2-3 (SH-3) 
 
          The levels of intelligence correspond to the established levels of war.  The levels of 

intelligence do not tie to specific echelons, but rather to the intended outcome of the operations, 

which they support. 

QUESTION:  What does the statement “the range of full spectrum operations across the 
spectrum of conflict” mean? 
 
ANSWER: We define the range of full spectrum operations as the two environments in which 
the U.S. Army conducts operations.  The environments are War and Military Operations other 
than War. (See Figure 1-1 SH-2, FM 3-0, Chap 1, page 1-15) 
 
Ref:  FM 3-0, Chap 1, p 1-14 thru 1-18 
 
QUESTION:  What are the six primary intelligence tasks that the G2/S2 uses to tailor the 
Intelligence to commanders needs? 
 
ANSWER:  The six primary tasks of military intelligence are-- 
 
• Provide indications and warnings (I&W). 
• Perform intelligence preparation of the battlefield (IPB). 
• Perform situation development. 
• Perform target development and support to targeting. 
• Support force protection. 
• Perform battle damage assessment (BDA). 

 
Ref:  FM 34-1, Chap 2, p 2-7 and 2-8 (SH-3) 
 
NOTE:  Inform the students they will discuss each of these tasks later in the lesson. 
 
REMOVE VGT-1 
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CHECK ON LEARNING:   
 
QUESTION:  What is the Army’s intelligence mission? 
 
ANSWER:  To provide timely, relevant, accurate, and synchronized IEW support to tactical, 
operational, and strategic commanders across the range of military operations. 
 
Ref:  FM 34-1, Chap 1, page 1-1 
 
QUESTION:  What are the two environments in which the U.S. Army operates? 
 
ANSWER:  War and military operations other than war (MOOTW). 
 
Ref:  FM 3-0, Chap 1, page 1-15 
 

B.         ENABLING LEARNING OBJECTIVE 
 

ACTION: Describe the fundamentals of intelligence and electronic warfare 
(IEW) operations. 

CONDITIONS: As a unit leader in a company or/battalion level unit and given FM  
3-0, and FM 34-1.   

STANDARDS: Described the U.S. Army intelligence mission IAW SH-3, FM 34-1, 
page 1-1 and SH-2, FM 3-0. 

 
1.          Learning Step / Activity 1. Describe the levels of intelligence. 

          Method of Instruction:  Conference / Discussion 
         Technique of Delivery:  Small Group Instruction (SGI) 
  Instructor to Student Ratio:  1:16 
              Time of Instruction:  30 mins 
                   Media:  VGT-2 thru VGT-7 
 

Throughout history, military leaders have recognized the importance of intelligence.  IEW 

operations are the commander’s keys to victory in war and success in operations other than 

war.  Commanders use IEW to focus the combat power at their disposal to win decisively.  They 

also use IEW to protect and conserve combat power and resources during operations. 

          IEW operations describe the execution of tasks related to the functions of intelligence and 

EW. 

Let’s begin discussing the fundamentals of IEW by describing the levels of intelligence. 

QUESTION:  What are the levels of intelligence? 

ANSWER:  See VGT-2. 
 
NOTE:  Allow students to answer and then show VGT-2.  
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SHOW VGT-2, LEVELS OF INTELLIGENCE 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-2

LEVELS OF INTELLIGENCELEVELS OF INTELLIGENCE

• Strategic Intelligence

• Operational Intelligence

• Tactical Intelligence

 
 
Ref:  FM 34-1, Chap 2, page 2-2 (SH-3) 
 

Strategic intelligence supports the formations of strategy, policy, and military plans and 

operations at the national and theater level. 

QUESTION:  What does strategic intelligence identify, predict, and concentrate on? 
 
ANSWER:   
 
1.  It identifies a nation’s ability to support U.S. forces and operations. 
 
2.  It predicts other nations’ responses to the U.S. theater operations. 
 
3.  It concentrates on the national political, economic, and military considerations of states or 
nations. 
 
Ref:  FM 34-1, Chap 2, page 2-3 (SH-3) 
 

Operational intelligence supports the planning and execution of campaigns and major 

operations, and reflects the nature of the theater of war. 

QUESTION:  How does operational intelligence support friendly campaigns and operations? 
 
ANSWER:  Operational intelligence supports friendly campaigns and operations by predicting 
threat plans and by identifying their military centers of gravity, lines of communication, decisive 
points, and forms of maneuver. 
 
Ref:  FM 34-1, Chap 2, page 2-3 
 

Tactical intelligence supports the execution of battles and engagements.  It normally 

supports operations of corps and lower. 
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QUESTION:  What does tactical intelligence provide the commander? 
 
ANSWER:  It provides the commander with the intelligence needed to employ combat elements 
against threat forces and achieve the objective of the operational commander. 
 
Ref:  FM 34-1, Chap 2, page 2-3 (SH-3) 

 
Tactical intelligence is the type of intelligence we would use to brighten the room I 

described at the beginning of this lesson so that we could ensure mission accomplishment. 

REMOVE VGT-2 
 
          To clearly describe military intelligence, we divide the intelligence areas into four 

intelligence disciplines, and two multidiscipline intelligence functions.  This is nothing other than 

the way in which we collect intelligence. 

QUESTION:  What are the four intelligence disciplines? 
 
ANSWER: Allow students to answer and then show VGT-3. 
 
SHOW VGT-3, INTELLIGENCE DISCIPLINES 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-3

INTELLIGENCE DISCIPLINESINTELLIGENCE DISCIPLINES

• Human Intelligence (HUMINT)

• Imagery Intelligence (IMINT)

• Measurement and Signature  Intelligence 
(MASINT)

• Signals Intelligence (SIGINT)

 
 

Ref: FM 34-1, Chap 2, page 2-4, 2-5 (SH-3) 
 

Human intelligence (HUMINT) is the oldest of the intelligence disciplines.  Although 

HUMINT can stand alone as a sole collection discipline, we use it to confirm, refute, or augment 

intelligence derived through the other disciplines. 

QUESTION:  What are some examples of HUMINT operations? 

ANSWER: Interrogation and document exploitation. 
 
Ref:  FM 34-1, Chap 2, page 2-4 (SH-3) 
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Imagery intelligence (IMINT) is the product of imagery analysis.  We derive imagery from 

radar, infrared, optical, and electro-optical sensors.  IMINT is an important source of intelligence 

for intelligence preparation of the battlefield, targeting, terrain and environmental analysis, and 

battle damage assessment (BDA). 

Ref:  FM 34-1, Chap 2, page 2-4 (SH-3) 
 

Measurement and signature intelligence (MASINT) uses information gathered by 

technical instruments such as radar, lasers, passive electro-optical sensors, radiation detectors, 

seismic, and sensors to measure objects or events to identify them by their signatures.  It 

exploits other information not gained through SIGINT, IMINT, or HUMINT.  The remotely 

monitored battlefield sensor system (REMBASS) is an example of a MASINT collector. 

Ref:  FM 34-1, Chap 2, page 2-5 (SH-3) 
 

Signal intelligence (SIGINT) results from collecting, locating, processing, analyzing, and 

reporting intercepted communication and non-communication (radar) of threat emitters.  The 

subdivisions of SIGINT are:  communications intelligence (COMINT); electronic intelligence 

(ELINT); and foreign instrumentation signals intelligence (FISINT). 

Ref: FM 34-1, Chap 2, page 2-5 (SH-3) 

REMOVE VGT-3 
 
QUESTION:  What are the two multidiscipline intelligence functions? 

ANSWER: Allow students to answer and then show VGT-4. 
 
SHOW VGT-4, MULTIDISCIPLINE INTELLIGENCE FUNCTIONS 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-4

MULTIMULTI--DISCIPLINE INTELLIGENCE DISCIPLINE INTELLIGENCE 
FUNCTIONSFUNCTIONS

• Counterintelligence (CI)

• Technical Intelligence (TECHINT)
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Ref: FM 34-1, Chap 2, pages 2-5 and 2-6 (SH-3) 
 
          The counterintelligence (CI) mission is to support force protection.  By its nature, CI is a 

multidiscipline function designed to defeat or degrade threat intelligence and targeting 

capabilities.  Multidiscipline counterintelligence (MDCI) is an integral and equal part of IEW. 

Ref: FM 34-1, Chap 2, pages 2-5 and 2-6 (SH-3) 
 
           Technical intelligence (TECHINT) is a multidiscipline function that supports commanders 

by either identifying or countering an enemy’s momentary technological advantage, or by 

maintaining a friendly technological advantage.  The two parts of TECHINT, battlefield 

TECHINT, and scientific and technical intelligence (S&TI) support commanders at all levels. 

Ref:  FM 34-1, Chap 2, pages 2-6 and 2-7 (SH-3) 
 
REMOVE VGT-4 
 
          Now that we’ve looked at the intelligence disciplines or methods of obtaining intelligence, 

let’s discuss the characteristics of intelligence. 

QUESTION:  What are the characteristics of effective intelligence? 

ANSWER:  To be effective, intelligence must be timely, relevant, accurate, and predictive. 
 
Ref:  FM 34-1, Chap 2, page 2-7 
 
SHOW VGT-5, CHARACTERISTICS OF INTELLIGENCE 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-5

CHARACTERISTICS OF CHARACTERISTICS OF 
INTELLIGENCEINTELLIGENCE

• Timely

• Relevant

• Accurate

• Predictive

 
 
 
 
 
 
 



W326                                                                                                                    OCT 04 

 18

NOTE:  Have students discuss each of the four characteristics.  The discussion should include: 
              
Timely.  Commanders must receive intelligence early enough to support planning, influence 
decisions and execution of operations, and prevent surprise from enemy action. 
 
Relevant.  Intelligence must be in a useable format that meets the specific needs of the 
requestor. 
 
Accurate.   Intelligence should correctly identify threat intentions, capabilities, limitations, and 
dispositions. 
 
Predictive.  Intelligence should tell the commander what the enemy is doing, can do, and what 
he is most likely going to do. 
 
REMOVE VGT-5 
 
          As we discussed earlier, military intelligence accomplishes its mission through six primary 

intelligence tasks which generate intelligence synchronized to support the commander’s mission 

and intelligence requirements.  These derived products assist the commander in focusing and 

protecting his combat power. 

QUESTION:  What are the six primary intelligence tasks? 

ANSWER:  Allow students to answer and then show VGT-6. 
 
SHOW VGT-6, PRIMARY INTELLIGENCE TASKS 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-6

• Indications & Warnings (I&W)

• Intelligence Preparation of the Battlefield (IPB)

• Situation Development

• Target Development and Support to Targeting

• Force Protection

• Battle Damage Assessment (BDA)

PRIMARY INTELLIGENCE TASKSPRIMARY INTELLIGENCE TASKS

 
 

Ref:  SH-3, FM 34-1, Chap 2, page 2-8 (SH-3) 
 
QUESTION:  What does I&W do for the commander? 
 
ANSWER:  Provide early warning to prevent surprise through anticipation and reduce the risk 
from enemy actions that are counter to planning assumptions.  It also helps a commander 
decide whether to maintain or increase unit readiness levels if hostilities are likely. 
 
Ref:  FM 34-1, Chap 2, page 2-8 (SH-3) 
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QUESTION:  What is intelligence preparation of the battlefield (IPB)? 
 
ANSWER:  IPB is a systematic, continuous process of analyzing the threat and environment in 
a specific geographic area. 
 
          The commander uses IPB to understand the battlefield and the options it presents to 

friendly and threat forces. 

Ref:  FM 34-1, Chap 3, pages 2-9 and 2-10 (SH-3) 
 
QUESTION:  How does the commander use situation development? 
 
ANSWER:  The commander uses situation development to help understand the battlefield, 
thereby reducing the risk and uncertainty while executing his plan.  Situation development 
provides the commander an estimate of the enemy’s combat effectiveness. 
 
         Based on the results of continuous intelligence preparation of the battlefield, situation 

development confirms or denies enemy courses of action and explains what the enemy is doing 

in relation to the friendly force commander’s intent.  Situation development helps the 

commander in his decisions to execute branches and sequels as the operation develops. 

Ref:  FM 34-1, Chap 2, pages 2-10 and 2-11 (SH-3) 
 
         The commander uses intelligence in target development to identify enemy targets for 

nonlethal electronic attack (EA) and for lethal fires. 

Ref:  FM 34-1, Chap 2, page 2-12 (SH-3) 
 
QUESTION:  How does intelligence support force protection? 
 
ANSWER:  It identifies and counters enemy intelligence collection capabilities; assesses 
through multidiscipline counterintelligence, friendly vulnerabilities and the threat’s ability to 
exploit those vulnerabilities; identifies the enemy’s perception of friendly centers of gravity and 
how he will attack or influence them; identifies potential countermeasures to deny the enemy 
access to friendly critical areas; and conducts threat and risk assessment. 
 
NOTE:  Direct students to SH-3, FM 34-1, Chap 2, page 2-13.  Point out that the first sentence 
under “Force Protection” reads, “The commander uses the Intelligence 8OS. . .”  It should read, 
“The commander uses the Intelligence BOS. . . “ 
 
  The commander uses battle damage assessment (BDA) to determine if his operational 

and targeting actions have met his conditions for initiating subsequent courses of action or 

beginning the next phase of an operation. 

 If those actions have not met the desired operational conditions, BDA gives the 

commander the information necessary to decide if, when, and how to reengage the targets. 
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 It also estimates the enemy’s remaining military capabilities and potential at different 

points throughout the mission or operation. 

 BDA is the timely and accurate estimate of damage resulting from the application of 

military force, either lethal or nonlethal, against an objective or target. 

Ref:  FM 34-1, Chap 2, pages 2-14 and 2-15 (SH-3) 

REMOVE VGT-6 
    
          Electronic warfare is an essential component of command and control warfare (C2W).  As 

part of C2W, we use EW in conjunction with multidisciplined counterintelligence to protect 

friendly command and control (C2) while attacking the enemy’s C2 structure.  Effective use of 

EW as a decisive element of combat power requires coordination and integration of EW 

operations with the commander’s scheme of maneuver and fire support plan.  The integrated 

use of EW throughout the battlefield supports the ability to locate, identify, damage, and destroy 

enemy forces and their C2 structure. 

        EW involves using radio waves to determine, exploit, reduce, or prevent enemy use of 

the electromagnetic spectrum.  It also involves actions taken to retain friendly use of the 

electromagnetic spectrum. 

Ref:  FM 34-1, Chap 2, page 2-20 (SH-3) 
 
QUESTION:  What are the components of electronic warfare? 
 
ANSWER:  Electronic attack (EA), electronic warfare support (EWS), and electronic protection 
(EP). 
 
SHOW VGT-7, ELECTRONIC WARFARE COMPONENTS 
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Basic Noncommissioned Officer CourseW326/OCT 04/VGT-7

Electronic Attack Electronic Protection

Electronic
Warfare Support

Arm
Directed Energy
Electromagnetic

Jamming
Electromagnetic

Deception

Combat DF
Combat Threat 

Warning

EMCON
Electromagnetic

Hardening
EW Freq 

Deconfliction
Other Procedures

and Electronics
Techniques/Modes

ELECTRONIC WARFARE ELECTRONIC WARFARE 
COMPONENTSCOMPONENTS

 
 

Ref:  FM 34-1, Chap 2, page 2-21 (SH-3) 
 
         As you will notice on the VGT, the ovals are overlapping.  This illustrates that some EW 

actions are both offensive (EA) and protective (EP) and may use ES in their execution.  Other 

EW related actions, such as the use of wartime reserve modes (WARM), can fall under either 

EA or EP. 

         Electronic attack (EA) focuses on offensive use of electromagnetic (nonlethal) or directed 

energy (lethal) to attack enemy combat capability.  It combines nondestructive actions to 

degrade or neutralize, such as electromagnetic interference, electromagnetic intrusion, 

electromagnetic jamming, electromagnetic deception, and nondestructive directed energy with 

the destructive capabilities of antiradiation missiles (ARM) and directed energy weapon systems 

(Microwave). 

Ref: FM 34-1, Chap 2, page 2-21 (SH-3) 
 
        Electronic protection (EP) focuses on protection of friendly forces against enemy 

employment of EW and against any undesirable effects of friendly employment of EW.  This 

includes the protection of personnel, facilities, and equipment from the effects of friendly or 

enemy EW which degrades or destroys friendly communications and noncommunications 

capabilities. 

Ref:  FM 34-1, Chap 2, page 2-22 (SH-3) 
 
         Electronic warfare support (EWS) focuses on surveillance of the electromagnetic 

spectrum that directly supports an operational commander’s electromagnetic information needs 
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that, in turn, support immediate decision-making for employment of EW or other tactical actions 

such as threat avoidance, targeting, or homing. 

         ES gathers information by intercepting, locating, and exploiting enemy communications 

systems (radio) and noncommunications emitters (radars).  Intelligence obtained through ES 

supports all-source analysis, EA, and EP. 

Ref:  FM 34-1, Chap 2, page 2-21 (SH-3) 
 
        During the last hour we discussed the fundamentals of IEW operations including the levels 

of intelligence, the intelligence disciplines and functions, the characteristics of intelligence, the 

primary intelligence tasks, and the components of electronic warfare. 

        As you continue in your military career you will learn more about the fundamentals of IEW; 

this learning step activity is simply to provide you with an overview.  Before we move on, let’s 

review. 

REMOVE VGT-7 
 
NOTE:  Conduct a check on learning and summarize the ELO. 
 
QUESTION:  What are the three levels of intelligence? 
 
ANSWER:  Strategic, operational, and tactical. 
 
Ref:  FM 34-1, Chap 2, p 2-2 (SH-3) 
 
QUESTION:  What are the four intelligence disciplines? 
 
ANSWER:  HUMINT, IMINT, MASINT, and SIGINT. 
 
Ref:  FM 34-1, Chap 2, p 2-4 (SH-3) 
 
QUESTION:  What are the characteristics of effective intelligence? 
 
ANSWER:  Timely, relevant, accurate, and predictive. 
 
FM 34-1, Chap 2, p 2-7 (SH-3) 
 
QUESTION:  What are the three components of electronic warfare? 
 
ANSWER:  Electronic attack (EA), electronic protection (EP), and electronic warfare support 
(ES). 
 
Ref:  FM 34-1, Chap 2, p 2-20 (SH-3) 
 
Break:  TIME:  00:50 to 01:00 
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2. Learning Step / Activity 2. Describe preventive electronic protection techniques. 
  Method of Instruction: Conference / Discussion 
                          Technique of Delivery:   Small Group Instruction (SGI) 
  Instructor to Student Ratio: 1:16 
  Time of Instruction: 15 mins 
  Media: VGT-8 thru VGT-10

 
NOTE:  Direct the students to SH-4, FM 24-33, page 2-1.  Inform the students that since the Army 
published this field manual the terminology regarding the three subdivisions of electronic warfare has 
changed:  electronic attack (EA) replaces electronic countermeasures (EM), electronic warfare support 
(ES) replaces electronic warfare support measures (ESM), and electronic protection (EP) replaces 
electronic counter-countermeasures (ECCM). 
 
 During this last learning step activity we will discuss preventive electronic protection (EP) 

techniques; this is an aspect of IEW that you should be more familiar with. 

          Preventive EP procedures are methods we must employ to safeguard our communications from 

disruption and destruction attempted by the enemy.  These techniques include all measures taken to 

avoid enemy detection and to deny the enemy intelligence experts useful information.  

QUESTION:  What are the two categories of preventive EP procedures? 

ANSWER:  EP designed circuits (equipment features) and radio system installation and operating 
procedures. 
 
Ref:  FM 24-33, Chap 2, page 2-1 (SH-4) 
 
 Since radio operators have little control over the effectiveness of EP designed circuits, our primary 

focus will be on radio system installation and operating procedures. 

          Reducing the efforts by the enemy to disrupt or destroy our communications is largely a matter of 

hiding from him.  If the enemy cannot detect our communications, he will have problems disrupting or 

destroying them.  Effective jamming depends on knowledge of frequencies and the approximate locations 

of the units to jam.  We must do all that we can to prevent the enemy from getting this information.   

QUESTION:  What are the three preventive EP techniques identified in SH-4, FM 24-33? 
 
ANSWER:  Minimize transmissions, protect transmissions from enemy interception, and practice proper 
radiotelephone operator’s procedures. 
 
Ref: FM 24-33, Chap 2, page 2-2 (SH-4) 
 
          The most effective preventive EP technique is to minimize the number of radio transmissions and 

keep transmission time as short as possible. 
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SHOW VGT-8, MINIMIZE TRANSACTIONS 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-8

• Ensure that all transmissions are necessary.

• Preplan messages prior to transmitting them.

• Transmit as quickly and precisely as possible.

• Use equipment capable of data burst 
transmission.

• Use an alternate means of communications when 
possible.

MINIMIZE TRANSMISSIONSMINIMIZE TRANSMISSIONS

 
 

Ref:  FM 24-33, Chap 2, page 2-2 (SH-4) 
 
NOTE:  Have students discuss each bullet listed on VGT-8.  For each bullet, after students share their 
comments, offer the following points if students have not addressed them: 
 
Ensure that all transmissions are necessary.  Studies of U.S. tactical communications indicate that 
most communications used in training exercises are explanatory and not directive.  Never use radio 
communications as a substitute for complete planning.  Use tactical radio communications to give orders 
and critical information rapidly. 
 
Preplan messages prior to transmitting them.  Prior to beginning a transmission, the radio operator 
should know what he or she is going to say.  If the situation and time permit, write the message out prior 
to beginning the transmission.  This will shorten the number of pauses in the transmission and the 
transmission time. 
 
Transmit as quickly and accurately as possible.  When it is necessary to make a radio transmission, 
speak in a clear voice and use proper radiotelephone procedures.  This will reduce the chances of having 
to repeat the message.  Unnecessary repetition increases the enemy’s chances to intercept our 
transmissions and gain valuable information. 
 
Use equipment capable of data burst transmission.  This is one of the most significant advantages of 
tactical satellite communications systems.  When we encode messages on a digital entry device for 
transmission over satellite systems, we greatly reduce the transmission time. 
 
Use an alternate means of communications whenever possible.  In most cases we can use an 
alternate means of communications, such as wire or messenger, to give directives and information.  
Radio is a convenient communications mode; but we must never use convenience as the reason for 
transmission. 
 
Ref: FM 24-33, Chap 2, page 2-2 and 2-3 (SH-4) 

REMOVE VGT-8 
 
          All radio communications systems consist of antennas, receivers, and transmitters.  Any radio 

station can receive a transmitted signal with which it is compatible.  However, the receiving and 
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transmitting radio stations must be set to the same frequency, and the receiving antenna must receive a 

strong enough signal to activate the receiver.  It does not matter whether the receiving radio station is a 

friend or an enemy.  Any receiver can intercept a transmitted signal; therefore, protecting our 

transmissions must be our goal. 

SHOW VGT-9, PROTECT TRANSMISSIONS 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-9

• Use low power.

• Select the proper antenna.

• Select a site that masks transmitted signals 
from enemy interception.

• Use mobile antennas.

• Use decoy antennas.

• Use steerable null antenna processors.

PROTECT TRANSMISSIONSPROTECT TRANSMISSIONS

 
 

Ref:  FM 24-33, Chap 2, page 2-2 (SH-4) 
 
NOTE:  Have students discuss each bullet listed on VGT-9.  For each bullet, after students share their 
comments, offer the following points if students have not addressed them: 
 
Use low power.  Antennas relate closely to power controls.  The strength of the signal transmitted by an 
antenna is dependent upon the strength of the signal delivered to it by the transmitter.  The stronger the 
signal, the farther it travels.  The use of low power will decrease the range at which the enemy can detect 
our transmissions.  This makes enemy interception more difficult. 
 
Select the proper antenna.  You should select and install an antenna for its ability to enhance 
communication between radio stations.  The general rules to following in selecting and installing antennas 
are: 
 
• Select the antenna with the shortest range capability that is possible. 
• Use directional antennas. 
 
Select a site that masks transmitted signals from enemy interception.  Proper siting is the 
positioning of the antenna so that, if possible, some hills or buildings are between the antenna and the 
enemy.  This means positioning an antenna as low as possible on the side of hills or buildings away from 
the enemy.  It decreases the range and scatters the transmitted signal in the direction of the enemy.  By 
masking our transmissions from enemy interception, we safeguard our antennas from enemy information 
gathering, jamming, and deception efforts. 
 
Use mobile antennas.  Frequent moving of our antennas makes accurate enemy direction finding harder 
and jamming less likely.  We can quickly and easily move vehicular or manpack configured antennas.  
Even if communications requirements necessitate the installation of a ground plane antenna, you can 
make this antenna mobile by mounting it on a vehicle and fastening it by guy wires. 
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Use decoy antennas.  When possible, set up antennas in believable antenna locations and use them as 
decoys.  Enemy intelligence experts place special emphasis on photographs or reconnaissance reports of 
visible antenna positions.  Decoy antennas may cause the enemy to expend his limited resources against 
a decoy target. 
 
Use steerable null antenna processors.  The steerable null antenna processor (SNAP-1) group OL-
257()/VRC is designed for use with the AN/VRC-12 family of radios and in the nonhopping mode of the 
Single Channel Ground and Airborne Radio System (SINCGARS). 
 
Ref:  FM 24-33, Chap 2, pages 2-3 thru 2-6 (SH-4) 
 
REMOVE VGT-9 
 
NOTE:  Inform the students that FM 24-33 (SH-4, p 2-6) still reflects old doctrine in reference to the 
radiotelephone operator (RATELO). 
 
Radiotelephone Operators Procedures 
 
          The radiotelephone operator (RTO) is the key to the success of preventive EP techniques.  The 

RTO makes sure that we keep radio transmissions to a minimum and that we protect them.  Minimizing 

and protecting transmissions keeps the enemy from intercepting and being able to disrupt or destroy our 

communications.  Besides practicing the preventive EP techniques already discussed, the RTO must 

practice procedures which minimize the usable information transmitted. 

SHOW VGT-10, RADIOTELEPHONE PROCEDURES 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-10

• Reduce operator distinguishing 
characteristics.

• Operate on a random schedule.

• Authenticate when using non-secure 
communications means.

• Encrypt all essential elements of friendly 
information (EEFI) category data.

RADIOTELEPHONE PROCEDURESRADIOTELEPHONE PROCEDURES

 
 

Ref:  FM 24-33, Chap 2, page 2-2 (SH-4) 
 
NOTE:  Have students discuss each bullet listed on VGT-10.  For each bullet, after students share their 
comments, offer the following points if students have not addressed them: 
 
Reduce operator distinguishing characteristics.  You can identify many RTOs by certain voice 
characteristics or overused phrases.  The enemy can use these distinguishing characteristics to identify a 
unit even though we change frequencies and call signs on a periodic basis.  Strict adherence to the 
proper use of prowords helps us to ensure that we keep operator distinguishing characteristics to a 
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minimum.  We must keep accents and overused phrases to a minimum to keep the enemy from being 
able to associate a particular RTO with a particular unit. 
 
Operate on a random schedule.  As stated before, the enemy can gather information based on the 
pattern as well as the content of our radio communications.  Therefore, we must not allow patterns such 
as hourly radio checks, daily reports at specific times, or any other periodic transmission to develop. 
 
Authenticate when using nonsecure communications means.  Proper use of authentication aids in 
making sure the enemy cannot deceptively enter our nets.  We use authentication in radio systems which 
do not employ speech secure devices.  The enemy has skilled experts whose sole mission is to enter our 
nets by imitating friendly radio stations.  We can minimize this threat to our radio communications by 
using authentication.  You can find authentication procedures in the supplemental instructions of the SOI. 
 
Encrypt all essential elements of friendly information (EEFI).  EEFI are those items of information 
which we must not allow the enemy to obtain.  These items of EEFI are applicable to most Army units 
engaged in training exercises or tactical operations.  Individual units should develop a specific EEFI list 
and put this information in unit operation plans, orders, or field SOPs. 
 
Ref:  FM 24-33, Chap 2, pages 2-6 and 2-7 (SH-4) 
 
REMOVE VGT-10 
 
          During the last 15 minutes we discussed ways in which we can prevent the enemy from learning 

information about friendly forces.  One of the most important things to remember is that the RTO is the 

key to the success of preventive EP techniques. 

CHECK ON LEARNING 
 
QUESTION:  What are the three preventive EP techniques identified in SH-4, FM 34-33? 
 
ANSWER:  Minimize transmissions, protect transmissions from enemy interception, and practice proper 
radiotelephone operator’s procedures. 
 
Ref:  FM 24-33, Chap 2, page 2-2 (SH-4) 
 

3.             Learning Step / Activity 3.  Every Soldier is a Sensor 
                          Method of Instruction:  Conference / Discussion 
                         Technique of Delivery:  Small group Instruction (SGI) 
                  Instructor to Student Ratio:  1:16 
                              Time of Instruction:  10 mins 
                                                  Media:  None 
 

NOTE:  Inform the student that the following subject is merely a quick overview on Every Soldier is a 
Sensor and future lessons will cover this material more in-depth, which is currently in development by the 
U.S. Army Intelligence Center. 

 
     Now let’s talk about the soldier and how he/she falls into place as a source of Intelligence  
 
operations.  Every soldier, no matter what type of unit they belong to, is a potential  
 
information collector as well as an essential component of situational awareness.  This is based  
 
on the area of operations (AO) that the soldier is operating in and the exposure to events  
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occurring within that AO.  Soldiers develop a certain level of situational awareness in and  
 
around the AO and collect information by simply observation and interaction with the local  
 
population. This becomes a critical task because the environment that we operate in is often  
 
characterized by violence, uncertainty, complexity, and asymmetric methods from the current  
 
threat.  Situational awareness developed by soldiers through personal contact and observation  
 
is a critical part of the units’ ability to fully understand the operational environment.  The  
 
concept that every soldier is an information collector cannot be overstated.   
 
Tactical Questioning 
 
    Tactical questioning is also a critical element of small unit operations.  As a soldier, you must  
 
always maintain a high level of situational awareness.  Tactical questioning of Enemy Prisoners  
 
of War (EPWs) or detainees and by handling captured documents, the soldier serves as the  
 
eyes and ears of the commander.  The soldier accomplishes this in different situations such as: 
 

• While on patrol. 
• Manning a TCP/roadblock. 
• Occupying an observation post. 
• Passing through areas in convoys. 
• Doing anything that involves observing and reporting elements of the environment and activities 

in the AO. 
 

    Tactical questioning by the soldier comes from the unit’s standard operating procedures  
 
(SOP), its rules of engagement (ROE), and the mission order.  The mission order should  
 
include specific guidance for tactical questioning which is filtered down from the  
 
brigade/battalion S2 and S3.  The information that soldiers gather based on tactical questioning  
 
and passed up the chain of command becomes a vital part of planning and operations.  Careful  
 
and quick handling of EPWs/detainees and documents also helps the intelligence, surveillance,  
 
and reconnaissance (ISR) effort.  There are two levels of reporting tactical questioning--    
 

• Normal reporting, submitted before the S2 section performs debriefings. 
• Immediate reporting of information of critical tactical value, based either on predetermined criteria 

or common sense. 
 
Collecting Information 
 
    Collecting of information should occur at any time during an operation in the operational  
 
environment.  Soldiers should become familiar with the surrounding environment to include the  
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people, infrastructure, and terrain.  They should be aware of changes in their surroundings,  
 
recognize the changes and try to figure why.  If you cannot figure out why something changed,  
 
report it anyways, this will help Military Intelligence (MI) personnel. 
 
     Soldiers should train themselves to become constantly aware of conditions such as --   
 

• Armed elements:  Location of factional forces, minefields, and potential threats. 
• Homes and buildings:  What is the condition of the roofs, doors, windows, lights, power lines, 

water, sanitation, roads, bridges, crops, and livestock? 
• Infrastructure:  The presence of functioning stores, service stations, etc. 
• People:  Numbers, sex, age, residence or displaced persons, refugees, and evacuees (DPRE) 

status, visible health, clothing, daily activities, and leaders. 
• Contrast:  Has anything changed? 

 
    All soldiers that have contact with the local population, routinely travel within the area, or  
 
attend meetings with local organizations or officials, should know and understand the  
 
information requirements.  All soldiers have the responsibility to report anything that they deem  
 
important to their chain of command. 
 

 
4. Learning Step / Activity 4. Complete PE-1 

 Method of Instruction:  Practical Exercise (Performance) 
               Technique of Delivery:  Small Group Instruction (SGI) 
        Instructor to Student Ratio:  1:16 
     Time of Instruction:  20 mins 
                         Media:  PE-1 and SPE-1 
 
NOTE:   Pass out PE-1.  Tell the students they will have 15 minutes to complete the PE.  
 
NOTE:  Allow approximately 5 minutes to review the PE and clarify any questions.  Pass out SPE-1. 
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SECTION IV. SUMMARY 

Method of Instruction:    Conference / Discussion  
Technique of Delivery:  Small Group Instruction (SGI) 
Instructor to Student Ratio is:    1:16  
Time of Instruction:   5 mins  
Media:    None.  

Check on 
Learning 

 

QUESTION:  Which level of intelligence supports the execution of battles and 
engagements? 
 
ANSWER:  Tactical intelligence. 
 
Ref:  FM 34-1, Chap 2, p 2-3 (SH-3) 
 
QUESTION:  Which intelligence discipline is the oldest? 
 
ANSWER:  Human intelligence (HUMINT). 
 
Ref:  FM 34-1, Chap 2, p 2-4 (SH-3) 
 
QUESTION:  Who is the key to the success of preventive EP techniques? 
 
ANSWER:  The RTO. 
 
Ref:  FM 24-33, Chap 2, page 2-6 (SH-4) 
 

 

Review / 
Summarize 
Lesson 

 

       During this lesson we discussed IEW operations to include the fundamentals 

of IEW.  We have discussed the mission of U.S. Army intelligence, the levels of 

intelligence, the intelligence disciplines and functions, the characteristics of 

intelligence, the primary intelligence tasks, and the components of electronic 

warfare.  We also learned about what preventive EP measures you and your 

soldiers can take to keep the enemy from finding out information about friendly 

units.  We conclude with a brief overview of Every Soldier is a Sensor. 
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SECTION V. STUDENT EVALUATION 

Testing 
Requirements 

NOTE:  Describe how the student must demonstrate accomplishment of the TLO.  Refer 
student to the Student Evaluation Plan. 

       During this course, you will take a 50-questions examination.  The 

examination will include questions on the ELOs and TLO from this lesson.  You 

must correctly answer 35 questions or more to receive a GO.  A GO is a 

graduation requirement. 

Feedback 
Requirements 

NOTE: Feedback is essential to effective learning.  Schedule and provide feedback on the 
evaluation and any information to help answer students' questions about the test.  Provide 
remedial training as needed. 

     Inform the students of where the examination will take place, as posted on the training  

schedule, and when they will receive feedback on the test.  Include any retest information. 
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VIEWGRAPHS FOR LESSON 1:  W326 version 1 
 
Enabling Learning Objective A 
 
 Learning Step 1 
 
 VGT-1, INTELLIGENCE MISSION 
 
 

 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-1

The mission of Army intelligence is to provide 

timely, relevant, accurate, and synchronized 

intelligence and electronic warfare (IEW) support 

to tactical, operational, and strategic commanders 

across the range of military operations.

INTELLIGENCE MISSIONINTELLIGENCE MISSION
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Enabling Learning Objective B 
 
 Learning Step 1 
 
 VGT-2, LEVELS OF INTELLIGENCE 
 
 

 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-2

LEVELS OF INTELLIGENCELEVELS OF INTELLIGENCE

• Strategic Intelligence

• Operational Intelligence

• Tactical Intelligence
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 VGT-3, INTELLIGENCE DISCIPLINES 
 
 

 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-3

INTELLIGENCE DISCIPLINESINTELLIGENCE DISCIPLINES

• Human Intelligence (HUMINT)

• Imagery Intelligence (IMINT)

• Measurement and Signature  Intelligence 
(MASINT)

• Signals Intelligence (SIGINT)
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 VGT-4, MULTI-DISCIPLINE INTELLIGENCE FUNCTIONS 
 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-4

MULTIMULTI--DISCIPLINE INTELLIGENCE DISCIPLINE INTELLIGENCE 
FUNCTIONSFUNCTIONS

• Counterintelligence (CI)

• Technical Intelligence (TECHINT)
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 VGT-5, CHARACTERISTICS OF INTELLIGENCE 
 

 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-5

CHARACTERISTICS OF CHARACTERISTICS OF 
INTELLIGENCEINTELLIGENCE

• Timely

• Relevant

• Accurate

• Predictive
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 VGT-6, PRIMARY INTELLIGENCE TASKS 
 

 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-6

• Indications & Warnings (I&W)

• Intelligence Preparation of the Battlefield (IPB)

• Situation Development

• Target Development and Support to Targeting

• Force Protection

• Battle Damage Assessment (BDA)

PRIMARY INTELLIGENCE TASKSPRIMARY INTELLIGENCE TASKS
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 VGT-7, ELECTRONIC WARFARE COMPONENTS 
 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-7

Electronic Attack Electronic Protection

Electronic
Warfare Support

Arm
Directed Energy
Electromagnetic

Jamming
Electromagnetic

Deception

Combat DF
Combat Threat 

Warning

EMCON
Electromagnetic

Hardening
EW Freq 

Deconfliction
Other Procedures

and Electronics
Techniques/Modes

ELECTRONIC WARFARE ELECTRONIC WARFARE 
COMPONENTSCOMPONENTS
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 Learning Step 2 
 
 VGT-8, MINIMIZE TRANSMISSIONS 
 

 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-8

• Ensure that all transmissions are necessary.

• Preplan messages prior to transmitting them.

• Transmit as quickly and precisely as possible.

• Use equipment capable of data burst 
transmission.

• Use an alternate means of communications when 
possible.

MINIMIZE TRANSMISSIONSMINIMIZE TRANSMISSIONS
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 VGT-9, PROTECT TRANSMISSIONS 
 
 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-9

• Use low power.

• Select the proper antenna.

• Select a site that masks transmitted signals 
from enemy interception.

• Use mobile antennas.

• Use decoy antennas.

• Use steerable null antenna processors.

PROTECT TRANSMISSIONSPROTECT TRANSMISSIONS
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 VGT-10, RADIOTELEPHONE PROCEDURES 
 

 

Basic Noncommissioned Officer CourseW326/OCT 04/VGT-10

• Reduce operator distinguishing 
characteristics.

• Operate on a random schedule.

• Authenticate when using non-secure 
communications means.

• Encrypt all essential elements of friendly 
information (EEFI) category data.

RADIOTELEPHONE PROCEDURESRADIOTELEPHONE PROCEDURES
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   Appendix B  Test(s) and Test Solution(s)  (N/A) 
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 PRACTICAL EXERCISE SHEET PE-1 

Title PRACTICAL EXERCISE 1 

Lesson 
Number/Title 

W326 version 1 / INTELLIGENCE AND ELECTRONIC WARFARE (IEW) 
OPERATIONS 

Introduction None. 

 

Motivator  None 

 

Terminal 
Learning 
Objective 

NOTE:  The instructor should inform the students of the following Terminal Learning 
Objective covered by this practical exercise. 
At the completion of this lesson, you [the student] will: 

 Action: Recognize the fundamentals of intelligence and electronic warfare 
(IEW) operations. 

 Conditions: As a unit leader in a company or/battalion level unit and given FM 
24-33, FM 3-0, and FM 34-1.    

 Standards: Described the fundamentals of intelligence and electronic warfare 
(IEW) to include the levels of intelligence (strategic, operational, 
and tactical); the intelligence disciplines and functions (human 
intelligence, imagery intelligence, measurement and signature 
intelligence, signals intelligence, counterintelligence, and technical 
intelligence); the characteristics of intelligence (timely, relevant, 
accurate, and predictive); the primary intelligence tasks; and the 
electronic warfare components (electronic attack, electronic warfare 
support, and electronic protection) IAW FM 34-1, Chapter 2.        

  

Safety 
Requirements 

None 

 

Risk 
Assessment 
Level 

Low   

Environmental 
Considerations 

None 

 

Evaluation This is not a graded practical exercise. At the end of the PE, you will receive a 
solution sheet. As a group, and you will discuss the solution and resolve any 
misunderstanding. 

Instructional 
Lead-In 

None 
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Resource 
Requirements 

Instructor Materials:   
 
• Student Handouts 2 thru 4. 
 
Student Materials:   
 
• Pen or pencil and writing paper. 
•    Reading material listed on the Advance Sheet. 
 

Special 
Instructions 

None 

 

Procedures  
 
1.  What is the mission of U.S. Army intelligence? 
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
___________________________________________________________. 
 
 
2.  Which level of intelligence supports the planning and execution of campaigns and major operations? 
_____________________________. 
 
 
3.  List the four intelligence disciplines. 
____________________________________________________. 
____________________________________________________. 
____________________________________________________. 
____________________________________________________. 
 
 
4. Which intelligence discipline consists of subdivisions of communications intelligence (COMINT), 
electronic intelligence (ELINT), and Foreign instrumentation signals intelligence (FISINT)? 
_____________________________. 
 
 
5.  Which multidiscipline function supports commanders by either identifying or countering an enemy’s 
momentary technological advantage, or by maintaining a friendly technological advantage? 
_____________________________. 
 
 
6.  We measure the effectiveness of intelligence against what four standards? 
_____________________________. 
_____________________________. 
_____________________________. 
_____________________________. 
 
 
7.  Which intelligence task helps a commander decide whether to maintain or increase unit readiness 
levels if hostilities are likely? 
_____________________________. 
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8.  Which intelligence task helps the commander in his decisions to execute branches and sequels as the 
operation develops? 
_____________________________. 
 
 
9.  Which intelligence task prompts the commander and staff to develop countermeasures against the 
threat’s best opportunities? 
_____________________________. 
 
 
10.  What are the three major components of EW? 
_____________________________. 
_____________________________. 
_____________________________. 
 
 
11.  Intelligence obtained through which electronic warfare component supports all-source analysis? 
_____________________________. 
 
 
12.  Which electronic warfare component uses directed energy and jamming to disrupt, damage, destroy, 
and kill enemy forces? 
_____________________________. 
 
 
13.  We use which electronic warfare component to protect personnel, facilities, or equipment from the 
effects of friendly or enemy EW? 
_____________________________. 
 
 
14.  What are the two categories of preventive EP techniques? 
____________________________________________________________________________________
_______________________________________________________________________. 
 
 
15. What are the three preventive EP techniques identified in FM 24-33? 
____________________________________________________. 
____________________________________________________. 
____________________________________________________. 
 
 
16.  Who is the key to success of preventive EP techniques? 
_____________________________. 
 

 

Feedback 
Requirements 

At the completion of the lesson you will receive a solution sheet for this practical 
exercise.  You will compare your answers to the solution sheet and we will resolve 
any discrepancies. 
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SOLUTION FOR 
PRACTICAL EXERCISE PE-1 

Solution to Practical Exercise 1 
 
 
 
1.  To provide timely, relevant, accurate, and synchronized IEW support to tactical, operational, and 
strategic commanders across the range of military operations. 
 
Ref:  SH-3, FM 34-1, Chap 1, page 1-1 
 
 
2.  Operational intelligence. 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-3 
 
 
3.  Human intelligence (HUMINT), imagery intelligence (IMINT), measurement and signature intelligence 
(MASINT), and signals intelligence (SIGINT). 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-4 
 
 
4.  Signals intelligence (SIGINT) 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-5 
 
 
5.  Technical intelligence (TECHINT) 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-6 
 
 
6.  Timely, relevant, accurate, and predictive. 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-7 
 
 
7.  Indications and warnings (I&W). 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-8 
 
 
 
8.  Situation development. 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-10 
 
 
9.  Force protection. 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-13 
 
____________________________________________________________________________________ 
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10.  Electronic attack (EA), electronic protection (EP), and electronic warfare support (ES). 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-21 
 
 
11.  Electronic warfare support (ES). 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-21) 
 
 
12.  Electronic attack (EA). 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-21) 
 
 
13.  Electronic protection (EP). 
 
Ref:  SH-3, FM 34-1, Chap 2, page 2-22 
 
 
14.  EP designed circuits (equipment features), 
       Radio system installation and operating procedures. 
 
Ref:  SH-4, FM 24-33, Chap 2, page 2-1 
 
 
15.  Minimize transmissions, 
       Protect transmissions from enemy interception, 
       Practice proper radiotelephone operators procedures. 
 
Ref:  SH-4, FM 24-33, Chap 2, page 2-2 
 
 
16.  The RTO. 
 
Ref:  SH-4, FM 24-33, Chap 2, page 2-6 
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 HANDOUTS FOR LESSON 1:  W326 version 1 
 
 

 
This appendix contains the items listed in this table-- 
 

 
 Title/Synopsis Pages 
 SH-1, Advance Sheet SH-1-1 to SH-1-2. 
 SH-2, FM 3-0 extracted pages 1-2, 1-14 thru1-18, 2-1 thru 2-5. SH-2-1 
 SH-3, FM 34-1 extracted pages 1-1, 2-1 thru 2-22 SH-3-1 
 SH-4, FM 24-33 extracted pages 2-1 thru 2-8 SH-4-1 
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Student Handout 1 

 
  

This Student Handout contains Advance Sheet 
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STUDENT HANDOUT 1 
 

Advance Sheet 
 

 
Lesson Hours This lesson consists of one and a half hours of small group instruction and a 30 

minute practical exercise. 
 

 
Overview During this lesson you will learn about intelligence and electronic warfare 

operations.  For some of you, this information will be new, for others it will be a 
review.  We will introduce you to the U.S. Army’s intelligence mission, the levels of 
intelligence, the intelligence disciplines and functions, the characteristics of 
intelligence, the components of electronic warfare, and the preventive electronic 
protection (EP) techniques you as a leader can take and teach your soldiers to keep 
the enemy from finding out information about friendly forces. 

 
 

Learning 
Objective 

Terminal Learning Objective (TLO).  

  
Action: Recognize the fundamentals of intelligence and electronic 

warfare (IEW) operations, 
Conditions: As a unit leader in a company or/battalion level unit and given 

FM 24-33, FM 3-0, and FM 34-1.  
Standard: described the fundamentals of intelligence and electronic 

warfare (IEW) to include the levels of intelligence (strategic, 
operational, and tactical); the intelligence disciplines and 
functions (human intelligence, imagery intelligence, 
measurement and signature intelligence, signals intelligence, 
counterintelligence, and technical intelligence); the 
characteristics of intelligence (timely, relevant, accurate, and 
predictive); the primary intelligence tasks; and the electronic 
warfare components (electronic attack, electronic warfare 
support, and electronic protection) IAW FM 34-1, Chapter 2. 

 
 

  
ELO A   Describe the U.S. Army’s intelligence mission. 
 
ELO B   Describe the fundamentals of intelligence and electronic warfare (IEW)   
              operations. 

 
 

Assignment The student assignments for this lesson are: 
 
• Read Student Handouts 1 thru 4. 
• Complete PE-1. 
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Additional 
Subject Area 
Resources 
 

 
None. 

 
Bring to Class 

 
• All reference material received. 
• Pencil or pen and writing paper. 
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                SH-2-1 

Student Handout 2 
 

  
This Student Handout contains pages 1-2, 1-4, 1-15, 1-16, 1-17, 1-18, and 2-1 thru 2-5 
extracted from FM 3-0. 
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Chapter 1

The Army and the Role of Land Power
[Y]ou may fly over a land forever; you may bomb it, atomize it, pulver-
ize it and wipe it clean of life but if you desire to defend it, protect it,
and keep it for civilization, you must do this on the ground, the way
the Roman legions did, by putting your young men into the mud.

T. R. Fehrenbach
This Kind of War, 1963

1-1. Army forces are the
decisive component of
land warfare in joint and
multinational operations.
The Army organizes,
trains, and equips its for-
ces to fight and win the
nation’s wars and achieve
directed national objec-
tives. Fighting and win-
ning the nation’s wars is
the foundation of Army
service—the Army’s non-
negotiable contract with
the American people and
its enduring obligation to
the nation.

THE ROLE OF THE ARMY
1-2. Because Army forces
fight and win the nation’s
wars, they also deter
them. The object of
deterrence is the will of state and nonstate political and military leaders. De-
terrence establishes in the minds of potential adversaries that their actions
will have unacceptable consequences. Today, potential adversaries rely on
land-based military and paramilitary forces to retain power, coerce and con-
trol their populations, and extend influence beyond their borders. Army
forces deter by threatening these means of power retention and population
control with the ability to engage in decisive combat and seize and occupy
adversary territory. Army forces also deter cross-border aggression through
forward presence, forward deployment and prompt, flexible response. Army
forces poised for action signal the unquestioned commitment of America to
fight and win if deterrence fails.
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US forces use similar technologies. Some adversaries may apply new tech-
nologies altogether.

1-43. Even with its advantages, the side with superior technology does not
always win in land operations; rather, the side that applies combat power
more skillfully usually prevails. The skill of soldiers coupled with the
effectiveness of leaders decides the outcomes of engagements, battles, and
campaigns. This fact does not lessen the positive effects of advanced
technologies. It does, however, challenge soldiers and leaders to realize and
use the potential of advanced technologies in the conduct of full spectrum
operations.

DOCTRINE AND THE ARMY
1-44. Doctrine is the concise
expression of how Army forces
contribute to unified action in
campaigns, major operations,
battles, and engagements. While it
complements joint doctrine, Army
doctrine also describes the Army’s
approach and contributions to full
spectrum operations on land. Army
doctrine is authoritative but not
prescriptive. Where conflicts be-
tween Army and joint doctrine arise,
joint doctrine takes precedence.

1-45. Doctrine touches all aspects of the Army. It facilitates communication
among soldiers no matter where they serve, contributes to a shared profes-
sional culture, and serves as the basis for curricula in the Army Education
System. Army doctrine provides a common language and a common under-
standing of how Army forces conduct operations. It is rooted in time-tested
principles but is forward-looking and adaptable to changing technologies,
threats, and missions. Army doctrine is detailed enough to guide operations,
yet flexible enough to allow commanders to exercise initiative when dealing
with specific tactical and operational situations. To be useful, doctrine must
be well known and commonly understood.

1-46. As the Army’s keystone operations manual, FM 3-0 provides the princi-
ples for conducting operations. It describes the Army’s operational-level role
of linking tactical operations to strategic aims and how Army forces conduct
operations in unified action. FM 3-0 bridges Army and joint operations doc-
trine. It also links Army operations doctrine with Army tactical doctrine.

FULL SPECTRUM OPERATIONS
1-47. Army doctrine addresses the range of full spectrum operations across
the spectrum of conflict (see Figure 1-1). Army commanders at all echelons
may combine different types of operations simultaneously and sequentially to
accomplish missions in war and MOOTW. For each mission, the JFC and
Army component commander determine the emphasis Army forces place on
each type of operation. Offensive and defensive operations normally dominate

An operation is (1) a mili-
tary action or the carrying
out of a strategic, tactical,
service, training, or admin-
istrative military mission;
(2) the process of carrying
on combat, including move-
ment, supply, attack, de-
fense, and maneuvers need-
ed to gain the objectives of
any battle or campaign.
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military operations in war and some SSCs. Stability operations and support
operations predominate in MOOTW that include certain SSCs and PME.

1-48. Full spectrum operations include offensive, defensive, stability, and
support operations (see Figure 1-2, page 1-16). Missions in any environment
require Army forces prepared to conduct any combination of these operations:

•  Offensive operations aim at destroying or defeating an enemy.
Their purpose is to impose US will on the enemy and achieve
decisive victory.

•  Defensive operations defeat an enemy attack, buy time, econo-
mize forces, or develop conditions favorable for offensive
operations. Defensive operations alone normally cannot
achieve a decision. Their purpose is to create conditions for a
counteroffensive that allows Army forces to regain the
initiative.

•  Stability operations promote and protect US national interests
by influencing the threat, political, and information dimen-
sions of the operational environment through a combination of
peacetime developmental, cooperative activities and coercive
actions in response to crisis. Regional security is supported by a
balanced approach that enhances regional stability and economic

Figure 1-1. The Range of Army Operations



FM 3-0___________________________________________________________________________________

1-16

prosperity simultaneously. Army force presence promotes a stable envi-
ronment.

•  Support operations employ Army forces to assist civil authori-
ties, foreign or domestic, as they prepare for or respond to cri-
sis and relieve suffering. Domestically, Army forces respond only
when the NCA direct. Army forces operate under the lead federal
agency and comply with provisions of US law, to include the Posse
Comitatus and Stafford Acts.

1-49. When conducting full spectrum operations, commanders combine and
sequence offensive, defensive, stability, and support operations to accomplish
the mission. The JFC and the Army component commander for a particular
mission determine the emphasis Army forces place on each type of operation.
Throughout the campaign, offensive, defensive, stability, and support mis-
sions occur simultaneously. As missions change from promoting peace to de-
terring war and from resolving conflict to war itself, the combinations of and
transitions between these operations require skillful assessment, planning,
preparation, and execution. Operations designed to accomplish more than one
strategic purpose may be executed simultaneously, sequentially, or both. For
example, within a combatant commander’s AOR, one force may be executing
large-scale offensive operations while another is conducting stability

Figure 1-2. Full Spectrum Operations
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operations. Within the combat zone, Army forces may conduct stability
operations and support operations as well as combat operations.

1-50. Commanders allocate different proportions of their force to each type of
operation during different phases of a mission. Large units are likely to con-
duct simultaneous offensive, defensive, stability, and support operations.
Units at progressively lower echelons receive missions that require fewer
combinations. At lower echelons, units usually perform only one type of op-
eration. For example, an Army corps acting as the joint force land component
may allocate two divisions to attack (offense) while a third division secures a
port and airfield complex (defense). The defending division may order one
brigade to eliminate small pockets of resistance (offense) while two others
prepare defenses in depth. Around the airfield and port, designated units
distribute food and provide medical support to refugees (support). Still other
corps units and ARSOF equip and train host nation forces (stability).

TRAINING FOR FULL SPECTRUM OPERATIONS
1-51.  Every day, the Army trains sol-
diers and units while developing leaders.
Effective training is the cornerstone of
operational success. It is a full-time job
for commanders in peacetime and con-
tinues when units deploy. Training to
high standards is essential for a full
spectrum force; Army forces must train
to, and maintain, the highest readiness
levels. Battle-focused training on combat
tasks prepares soldiers, units, and lead-
ers to deploy, fight, and win. More often
than not, Army forces execute full spec-
trum operations as part of a joint force.
Joint training is a critical part of mission
planning and preparation for Army leaders and units. Upon alert, initial-
entry Army forces deploy immediately, conduct operations, and if neces-
sary complete any mission-specific training in country. Commanders of
follow-on forces conduct pre- or postdeployment mission rehearsal exercises,
abbreviated if necessary, based on available time and resources.

1-52. The METL development process describes the links between mission
and training (see FM 7-0; FM 7-10). Commanders focus their METL, training
time, and resources on combat tasks unless directed otherwise. Because
Army forces face diverse threats and mission requirements, commanders may
need to temporarily adjust their METL from battle focused tasks to focus on
preparing for anticipated missions. Major Army command (MACOM), ASCC,
continental US Army, and corps commanders determine the battle focus, re-
sources, and METL that maintain the required readiness posture for antici-
pated operations in war or MOOTW. MACOM commanders decide for opera-
tional-level units, corps commanders for corps units. Commanders at lower
levels conduct battle focused training unless otherwise directed.

The whole of military activity
must therefore relate directly
or indirectly to the engage-
ment. The end for which a
soldier is recruited, clothed,
armed, and trained, the
whole object of his sleeping,
eating, drinking, and march-
ing is simply that he should
fight at the right place and
the right time.

Clausewitz
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SOLDIERS AND LEADERSHIP
1-53. Soldiers provide the capability for decisive victory. Success in battle de-
pends on sound doctrine; competent leadership; effective weaponry, equip-
ment, and organizations; and well-trained, motivated, quality soldiers and
units. The most important of these factors is soldiers. Their character and
competence, combined with the warrior ethos, comprise the foundation of a
trained and ready Army. The combination of quality soldiers, competent
leaders, and cohesive units creates a versatile, powerful force.

1-54. The Army needs competent and versatile soldiers able to accomplish
missions in a challenging and ever changing global environment. They must
be able to successfully accomplish tasks while operating alone or in small
groups. Soldiers and leaders must exercise mature judgment and initiative
under stressful circumstances and be capable of learning and adapting to
meet the demands of full spectrum operations.

1-55. Soldiers must also be technically
and tactically proficient. They must
employ and maintain increasingly
complex and sophisticated equipment.
Current and future technology requires
skilled soldiers who understand their
systems. Regardless of the importance of
equipment or the expansion of technological capabilities, soldiers are more
important than machines. Soldiers, not equipment, accomplish missions and
win wars. Leadership links soldiers’ technical and tactical competence to
operational success. Achieving combined arms effectiveness with complex
systems demands adaptive and flexible soldiers.

1-56. The role of the leader and leadership is central to all Army operations
(see FM 6-22). Leadership is influencing people by providing purpose,
direction, and motivation while operating to accomplish the mission and im-
proving the organization. Purpose gives soldiers a reason to do tasks. Direc-
tion communicates the way to accomplish the mission. Motivation gives sol-
diers the will to accomplish the mission. Leadership and the warrior ethos
sustain soldiers during the brutal realities of combat and help them cope with
the ambiguities of complex military operations.

1-57. Leaders create conditions for success. Organizing, equipping, training,
and leading soldiers to accomplish operational missions are the goals of lead-
ers. Will and determination mold soldiers into effective organizations. Full
spectrum operations demand Army leaders who are masters of both the art
and the science of military operations, and have the training and tempera-
ment to adapt to any situation. Success comes from imaginative, flexible, and
daring soldiers and leaders.

No man is a leader until his
appointment is ratified in the
minds and hearts of his men.

Anonymous
The Infantry Journal, 1948
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Chapter 2

Unified Action
[S]eparate ground, sea and air warfare is gone forever. If ever again
we should be involved in war, we will fight in all elements, with all
services, as one single concentrated effort. Peacetime preparatory and
organizational activity must conform to this fact.

President Dwight D. Eisenhower
Special Message to the Congress on Reorganization

of the Defense Establishment, 3 April 1958

2-1. In full spectrum op-
erations, Army forces op-
erate as part of a joint
force, often within a mul-
tinational and interagen-
cy environment. Unified
action describes the wide
scope of actions (including
the synchronization of ac-
tivities with governmen-
tal and nongovernmental
agencies) taking place
within unified commands,
subordinate unified (sub-
unified) commands, or
joint task forces under the
overall direction of the
commanders of those com-
mands. Public law charges combatant commanders with employing military
forces through unified action. Under unified action, commanders integrate
joint, single-service, special, and supporting operations with interagency,
nongovernmental, and multinational to include United Nations
(UN) operations (see JP 0-2).

2-2. Unified action links subordinates to the combatant commander under
combatant command (command authority) (COCOM). Multinational, inter-
agency, and nonmilitary forces work with the combatant commander through
cooperation and coordination. Regardless of the task or the nature of the
threat, combatant commanders employ air, land, sea, space, and special op-
erations forces, and coordinate with multinational and interagency partners,
to achieve strategic and operational objectives. They formulate theater
strategies and campaigns, organize joint forces, designate operational areas,
and provide strategic guidance and operational focus to subordinates. The
aim is to achieve unity of effort among many diverse agencies in a complex
environment. Subordinate joint force commanders (JFCs) synchronize joint
operations in time and space, direct the action of foreign military forces
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(multinational operations), and coordinate with governmental and nongov-
ernmental organizations (interagency coordination) to achieve the same goal.

THE LEVELS OF WAR
2-3. The levels 
tween strategic 
limits or bounda
and tactical. U
helps commande
and assign task
particular comm
type. Instead, ac
on their effect o
objectives (see F

 THE STRATEGIC LEVEL

2-4. The strateg
of nations, dete
guidance and d
Strategy is the
forces and oth
fashion to sec
Command Autho
objectives. Thes
planning. Milita
(see JP 3-0).

 THE OPERATIONAL LEVEL

2-5. The operati
operations are 

U
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Operation Uphold Democ
deposed president, Jean-
Council's Haiti Interagency
Joint Chiefs of Staff, US At
the agencies and headqua
reflected changing politica
served as Joint Task Force
country until President Ar
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Haitian people. Army force
until elections were held in 
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US Army's XVIII Airborne Corps participated in
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rters developed flexible force deployment options that
l conditions. Army forces with staff augmentation
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vernmental and nongovernmental agencies, joint and
ngovernmental organizations to secure the cities and
itian military, replace the local police, and assist the
s then supported the UN by stabilizing the country

March 1995.
of war are doctrinal perspectives that clarify the links be-
objectives and tactical actions. Although there are no finite
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nderstanding the interdependent relationship of all three
rs visualize a logical flow of operations, allocate resources,

s. Actions within the three levels are not associated with a
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evelops and uses national resources to accomplish them.
 art and science of developing and employing armed
er instruments of national power in a synchronized

ure national or multinational objectives. The National
rities (NCA) translate policy into national strategic military
e national strategic objectives facilitate theater strategic
ry strategy, derived from policy, is the basis for all operations

onal level of war is the level at which campaigns and major
conducted and sustained to accomplish strategic objectives
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within theaters or areas of operations (AOs). It links the tactical employment
of forces to strategic objectives. The focus at this level is on operational art—
the use of military forces to achieve strategic goals through the design, or-
ganization, integration, and conduct of theater strategies, campaigns, major
operations, and battles. A campaign is a related series of military operations
aimed at accomplishing a strategic or operational objective within a given
time and space. A major operation is a series of tactical actions (bat-
tles, engagements, strikes) conducted by various combat forces of a
single or several services, coordinated in time and place, to accom-
plish operational, and sometimes strategic objectives in an opera-
tional area. These actions are conducted simultaneously or sequentially un-
der a common plan and are controlled by a single commander. Operational
art determines when, where, and for what purpose major forces are employed
to influence the enemy disposition before combat. It governs the deployment
of those forces, their commitment to or withdrawal from battle, and the

Figure 2-1. The Levels of War
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arrangement of battles and major operations to achieve operational and
strategic objectives. Figure 2-1 (page 2-3) illustrates the link between the
levels of war and the plans and actions of military forces.

2-6. Operational art helps commanders use resources efficiently and effec-
tively to achieve strategic objectives. It includes employing military forces
and arranging their efforts in time, space, and purpose. Operational art helps
commanders understand the conditions for victory before seeking battle. It
provides a framework to assist commanders in ordering their thoughts when
designing campaigns and major operations. Without operational art, war
would be a set of disconnected engagements with relative attrition the only
measure of success. Operational art requires commanders who can visualize,
anticipate, create, and seize opportunities. It is practiced not only by JFCs,
but also by their senior staff officers and subordinate commanders.

2-7. Operations usually imply broader dimensions of time and space than
tactics; the strategic orientation at the operational level requires command-
ers to look beyond the immediate situation. While tactical commanders fight
the current battle, operational commanders look deeper in time, space, and
events. They seek to shape the possibilities of upcoming events in advance to
create the most favorable conditions possible for subordinate commanders,
whose tactical activities execute the campaign. Likewise, operational com-
manders anticipate the results of battles and engagements, and prepare to
exploit them to obtain the greatest strategic advantage.

2-8. Operational commanders continually communicate with their strategic
superiors to obtain direction and ensure common understanding of events.
Mutual confidence and communications among commanders and staffs allow
the flexibility to adapt to tactical circumstances as they develop. Tactical re-
sults influence the conduct of campaigns through a complex interaction of op-
erational and tactical dynamics. Operational commanders create the condi-
tions for the conduct of battles and engagements, while the results of battles
and engagements shape the conduct of the campaign. In this regard, com-
manders exploit tactical victories to gain strategic advantage, or even to re-
verse the strategic effect of tactical losses.

2-9. Operational art is translated into operation plans through operational
design. A well-designed plan and successfully executed operation shape the
situation for tactical actions. Executed skillfully, a good plan increases the
chances of tactical success. It does this by creating advantages for friendly
forces and disadvantages for the enemy. A flexible plan gives tactical com-
manders freedom to seize opportunities or react effectively to unforeseen en-
emy actions and capabilities. Flexible execution maintains the operational
initiative and maximizes tactical opportunities.

2-10. Without tactical success, a campaign cannot achieve its operational
goals. An essential element of operational art, therefore, is the ability to rec-
ognize what is possible at the tactical level and design a plan that maximizes
chances for the success in battles and engagements that ultimately produces
the desired operational end state. Without a coherent operational design to
link tactical successes, battles and engagements waste precious resources on
fights that do not lead to operational goals. A thorough understanding of
what is possible tactically, and the ability to create conditions that increase
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the chances of tactical success, are important attributes of an operational
commander. Tactical commanders must understand the operational context
within which battles and engagements are fought as well. This understand-
ing allows them to seize opportunities (both foreseen and unforeseen) that
contribute to achieving operational goals or defeating enemy initiatives that
threaten those goals. Operational commanders require experience at both the
operational and tactical levels. From this experience, they gain the instincts
and intuition, as well as the knowledge, that underlie an understanding of
the interrelation of tactical and operational possibilities and needs.

2-11. Among many considerations, operational art requires commanders to
answer the following questions:

•  What military (or related political and social) conditions must be pro-
duced in the operational area to achieve the strategic goal (ends)?

•  What sequence of actions is most likely to produce that condition
(ways)?

•  How should resources be applied to accomplish that sequence of actions
(means)?

•  What are the likely costs or risks in performing that sequence of ac-
tions (risk management)?

 THE TACTICAL LEVEL

2-12. Tactics is the employment of units in combat. It includes the
ordered arrangement and maneuver of units in relation to each
other, the terrain, and the enemy to translate potential combat
power into victorious battles and engagements. A battle consists of a
set of related engagements that last longer and involve larger forces
than an engagement. Battles can affect the course of a campaign or major
operation. An engagement is a small tactical conflict between oppos-
ing maneuver forces, usually conducted at brigade level and below.
Engagements are usually short minutes, hours, or a day (see FM 3-90).

2-13. Tactics is also the realm of close combat, where friendly forces are in
immediate contact and use direct and indirect fires to defeat or destroy en-
emy forces and to seize or retain ground. Exposure to close combat separates
Army forces from most of their counterparts. Army forces fight until the pur-
pose of the operation is accomplished. Because of this, they are organized to
endure losses, provided with combat service support (CSS) to generate and
sustain combat power, and trained to deal with uncertainty.

2-14. The operational-level headquarters sets the terms of battle and pro-
vides resources for tactical operations. Tactical success is measured by the
contribution of an action to the achievement of operationally significant re-
sults. Battles and engagements that do not contribute to the campaign objec-
tives, directly or indirectly, are avoided. Figure 2-1 (page 2-3) illustrates the
linkages among the levels of war using military actions in the Gulf War of
1991. The strategic guidance issued by the president translated into orders
and actions that led to the staff sergeant tank commander engaging Iraqi
tanks in the middle of the night. The destruction of the Iraqi tanks in turn
enabled the coalition to restore the Kuwaiti government.
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FM 34-1  

CHAPTER 1  

I N T E L L I G E N C E  A N D  E L E C T R O N I C  W A R F A R E    

S U P P O R T  T O  M I L I T A R Y  O P E R A T I O N S     

The times we live in are times of profound change, dramatic and
fundamental change - political, ideological, and technical. We must
adapt to that change, and we must grow.

—GEN Gordan R. Sullivan, 23 May 1993

M I S S I O N  O F  A R M Y  I N T E L L I G E N C E          

The mission of Army intelligence is to provide timely, relevant, accurate, and
synchronized IEW support to tactical, operational, and strategic commanders
across the range of military operations. In war, IEW operations support the
winning of battles and campaigns. In OOTW, IEW operations support the
promotion of peace, the resolution of conflict, and the deterrence of war.
These operations reduce uncertainty and risk to US Forces and permit the
effective application of force.

I E W  I N  T H E  F O R C E  P R O J E C T I O N  A R M Y              

The post-Cold War Army is a force projection Army. Continental United States
(CONUS)-based with a limited forward presence, the Army must be capable of
rapidly deploying anywhere in the world, operating in a joint or combined
environment, and defeating regional threats on the battlefield or conducting
00TW. IEW is fundamental to effective planning, security, and execution of
force projection operations.

IEW operations have changed fundamentally from those of the Cold War
model. The environment in which the Army now operates requires IEW
support based on the mission rather than on a monolithic threat. During the
Cold War era, intelligence developed into a threat-based system upon which
the Army based its doctrine, training, and modernization. For over four
decades, the “threat” was the Soviet Union. The Army developed
organizations, systems, tactics, and procedures needed to conduct defensive
operations against Soviet and Warsaw Pact forces attacking through central
Europe. Our defense was built upon the movement of heavy corps from
in-theater garrisons to general defense positions with follow-on forces arriving
later from the CONUS, Movement and support of the corps would occur
within a robust communication zone containing extensive communications
and logistics infrastructures, From alert through the termination of hostilities,
tactical IEW units were to be the principal sources of tactical intelligence
flowing up to divisions, corps, and theater. Intelligence, in general, would
flow from the ground up to higher echelons. And, because the US focused
the national intelligence effort on our nation’s most likely threat, we
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CHAPTER 2 

FUNDAMENTALS OF IEW OPERATIONS   
One of the surest ways of forming good combinations in war
should be to order movements only after obtaining perfect
information of the enemy’s proceedings. In fact, how can any
man say what he should do himself, if he is ignorant of what his
adversary is about?

—Jomini, 1838

Throughout history, military leaders have recognized the importance of intelligence.
IEW operations are the commander’s keys to victory in war and success in OOTW.
Commanders use IEW to focus the combat power at their disposal to win decisively.
Commanders also use IEW to protect and conserve combat power and resources during
operations.

The Intelligence BOS described in Chapter 1 is a powerful tool. However, the
commander, G2 (S2), MI unit commanders, and other leaders must work hard to exploit the
full capabilities of the Intelligence BOS. IEW operations describe the execution of tasks
related to the functions of intelligence and EW. This chapter describes the fundamentals of
IEW operations.

T O T A L   F O R C E   E F F O R T                           

IEW operations are a total force effort. IEW supports all soldiers from the
commander to the individual soldier in combat, CS, and CSS units. All soldiers
must appreciate the importance of intelligence and the role IEW plays in—

Applying and sustaining combat power.

Contributing to the effectiveness of combined arms operations.

Understanding the battlefield framework.

Facilitating quick and accurate decision making during combat
operations.

Seeing, targeting, and simultaneously attacking the enemy throughout
the depth of the battlefield.

Conserving fighting potential of the force.

Supporting other combat functions (maneuver, fire support, air
defense, mobility and survivability, logistics, and battle command).
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MI soldiers and organizations specialize in conducting IEW operations in
support of the mission and in concert with the commander’s intent. While MI
units provide dedicated IEW support, all units, by virtue of their mission and
AOS, have implied information collecting and reporting tasks. The G2 (S2)
must know the intelligence collection and production capabilities of all units
in the combat force and at higher echelons to optimize the use of intelligence
assets at their disposal.

L E V E L S  O F  I N T E L L I G E N C E         

The levels of intelligence correspond to the established levels of war:
strategic, operational, and tactical. Like the levels of war, the levels of
intelligence serve as a framework in which commanders and MI personnel
visualize the logical flow of operations, allocation of resources, and
assignment of tasks. The levels of intelligence are not tied to specific
echelons but rather to the intended outcome of the operations which they
support. As illustrated in Figure 2-1, echelons and levels of intelligence vary,
The relationship is based upon the political and military objectives of the
operation and the commander’s needs.



The commander on the ground, regardless of echelon, is provided a mixture
support from each level of intelligence. Strategic intelligence provides
information on the host nation’s political climate; operational intelligence
identifies key objectives for the campaign; and tactical intelligence shows
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of

where the enemy can be decisively engaged. Advances in technology and the
requirements of the modern battlefield also make the demarcation between
strategic, operational, and tactical intelligence resources indistinguishable.
Collection assets which normally support strategic intelligence can and often
are tasked to support operational and tactical intelligence requirements. This
blending of levels and resources is a characteristic of intelligence in the post-
Cold War era, a characteristic which the Intelligence BOS exploits.

Strategic Intelligence
Strategic intelligence supports the formation of strategy, policy, and military
plans and operations at the national and theater levels. Strategic
intelligence

Concentrates on the national political, economic, and military
considerations of states or nations. It identifies the support for
governments, the ability of states or nations to mobilize for war, the
national political objectives, and the personalities of national leaders.

Identifies a nation’s ability to support US Forces and operations (for
example, ports and the transportation infrastructure).

Predicts other nations’ responses to US theater operations.

Operational Intelligence:     
Operational intelligence supports the planning and execution of campaigns
and major operations, and reflects the nature of the theater of war itself.
Intelligence at this level serves as a bridge between strategic and tactical

Supports friendly campaigns and operations by predicting the enemy’s
campaign plans, identifying their military centers of gravity, lines of
communication (LOC), decisive points, pivots of maneuver, and other
components necessary for campaign design.

Focuses primarily on the intelligence needs of commanders from
theater through corps and task force.

Tactical Intelligence:   
Tactical intelligence supports the execution of battles and engagements. It
provides the tactical commander with the intelligence he needs to employ
combat elements against enemy forces and achieve the objectives of the
operational commander. Tactical intelligence is distinguished from other
levels by its perishability and ability to immediately influence the outcome of
the tactical commander’s mission. Tactical intelligence normally supports
operations by echelons corps and below (ECB) units.
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INTELLIGENCE DISCIPLINES AND FUNCTIONS        

To clearly describe MI, the various intelligence areas are divided into four
intelligence disciplines: HUMINT, IMINT, measurement and signature intelligence
(MASINT), and SIGINT; and two multidiscipline intelligence functions: CI and
technical intelligence (TECHINT). These disciplines and functions are performed
by personnel who specialize in one of the areas of intelligence operations. To be
effective and minimize threat deception, every intelligence operation must
attempt to use all disciplines. The disciplines themselves must complement and
cue each other for maximum effectiveness. Rarely will separate disciplines
produce a comprehensive picture of the threat. Instead r each discipline will
produce bits and pieces of information which analysts will synthesize to
approach a total picture.

Human Intelligence:    
HUMINT is the oldest of the intelligence disciplines. HUMINT is particularly
important in force protection during OOTW. Although HUMINT can be a sole
collection discipline, it is normally employed to confirm, refute, or augment
intelligence derived through other disciplines. HUMINT is less restricted by
weather or the cooperation of the enemy than technical means and does not
require fire, maneuver, or communications to collect. HUMINT is restricted by
access to targets and timeliness and, by its nature, can be risky to the safety of
the collectors. HUMINT collection is well suited to the initial detection of
emerging threats if placement and access are established early. The success of
HUMINT in areas not previously targeted will be marginal in the early phases of a
conflict or OOTW operation. Its effectiveness improves as HUMINT refocuses its
efforts on the AO.

Interrogation and document exploitation are examples of HUMINT operations.
HUMINT collection may also be conducted by long-range surveillance units
(LRSUS), scouts, and patrols. Examples of other sources of HUMINT are pilot
debriefings, refugees, and defectors. Furthermore, special operations forces
(SOF) operating in hostile, denied, or politically sensitive areas, provide a unique
HUMINT source. For more information on HUMINT, refer to FM 34-5(S) and
FM 34-52.

Imagery Intelligence:   
IMINT is the product of imagery analysis. Imagery is derived from, but is not
limited to, radar, infrared, optical, and electro-optical sensors. IMINT and
imagery systems increase the commander’s ability to quickly and clearly
understand his battle space and AI. IMINT is an important source of intelligence
for intelligence preparation of the battlefield (IPB), targeting, terrain and -

environmental analysis, and battle damage assessment (BDA). IMINT is often
primary source of intelligence for the physical damage assessment portion of
BDA. IMINT is subject to some limitations. Because most imagery requires
ground processing and analysis, IMINT may be unable to respond to time-
sensitive requirements. Imagery collection ma~ also be hampered by adverse

the

weather and the vulnerability of the platform. As with other intelligence sources,
IMINT is subject to threat attempts at deception. IMINT is most effective when
used to cue other collection systems or to verify information provided by other
sources. Systems that provide IMINT include the U2R Advanced Synthetic
Aperture Radar System (ASARS), Joint STARS, UAV, and TENCAP systems.
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For more information on IMINT, refer to FM 34-25-1, FM 34-25-2; and
TC 34-55.  

Measurement and Signature Intelligence:            
MASINT uses information gathered by technical instruments such as radars,
lasers, passive electro-optical sensors, radiation detectors, seismic, and other
sensors to measure objects or events to identify them by their signatures.
MASINT is critical for updating data on smart munitions. As future
adversaries develop new technologies to evade some of the SIGINT and IMINT
collection systems, MASINT will be used as another means of sensing the
enemy. MASINT exploits other information that is not gained through SIGINT,
IMINT, or HUMINT. The Remotely Monitored Battlefield Sensor System
(REMBASS) is an example of a MASINT collector. For more information on
REMBASS, refer to FM 34-10-1.

Signals Intelligence:    
SIGINT results from collecting, locating, processing, analyzing, and reporting
intercepted communications and noncommunications (for example, radars)
emitters. SIGINT provides the commander with valuable, often NRT
intelligence and targeting information on enemy intentions, readiness status,
and dispositions by intercepting and locating enemy command, maneuver, fire
support, reconnaissance, air defense, and logistics emitters. SIGINT operations
require efficient collection management and synchronization to effectively
overcome and exploit enemy efforts to protect his critical communications
and weapons systems through emissions control, communications operating
procedures, encryption, and deception. SIGINT is subdivided into:
communications intelligence (COMINT); electronic intelligence (ELINT); and
Foreign instrumentation signals intelligence (FISINT).

Examples of SIGINTground-based intercept and direction finding (DF) systems
are the AN/PRD-12, the AN/TRQ-32A(V)2 (TEAMMATE), and the AIWRQ-I 52 
(TRACKWOLF) systems. The GUARDRAIL Common Sensor (GRCS) is an example
of an airborne intercept and DF system for both communications and
noncommunications emitters. The AN/FSQ-144V (TROJAN) is the Army’s
remote collection system supporting in-garrison collection by tactical MI units.

Counterintelligence:    
The essence of the Army’s CI mission is to support force protection. By its
nature, CI is a multidiscipline (counter-HUMINT, counter-IMINT, and
counter-SIGINT) function designed to defeat or degrade threat intelligence
and targeting capabilities. MDCI is an integral and equal part of IEW. MDCI
operations support force protection through support to operations security
(OPSEC), deception, and rear area operations across the range of military
operations.

Examples of MDCI support to OPSEC range from evaluating components of a
unique signature for a particular unit’s tactical command post (CP) to strategic
level MDCI support to special access programs.
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MDCI personnel advise deception planners on the vulnerabilities of threat
foreign intelligence services (FISs) and associated battlefield collection systems
to various friendly deception capabilities and techniques. This input is
important because a deception plan cannot succeed if the enemy has no
means to collect the details of the deception story. The MDCI estimate
provides significant input to the deception estimate.

MDCI personnel support rear area operations through collection, analysis, and
reporting of threats to the rear area. They work with military police, Civil
Affairs (CA), and psychological operations (PSYOP) elements to provide
intelligence support to rear area security. They assist combat, CS, and CSS
staffs in developing the MDCI estimate of the rear area threat for integration
into OPLANs and operation orders (OPORDs). Under the direction of the
G2 (S2), MDCI personnel support the Rear Area Operations Center (RAOC)
commander by assessing rear base vulnerabilities and recommending
countermeasures. MDCI personnel also provide the RAOC commander with
indications and warnings (I&W) on rear area threats and assist with the
countermeasures to such threats. For more information on MDCI functions
and activities, refer to FM 34-5(S) and FM 34-60.

Technical Intelligence:   
TECHINT is a multidiscipline function which supports commanders by either
identifying or countering an enemy’s momentary technological advantage, or
by maintaining a friendly technological advantage. TECHINT is obtained by
collecting, analyzing, and processing information in foreign technological
developments. It also results from studying the performance of foreign
material and its operational capabilities. The two parts of TECHINT, battlefield
TECHINT and scientific and technical intelligence (S&TI) support commanders
at all levels.

   Battlefield TECHINT provides operational and tactical commanders with
immediate and usable intelligence on the capabilities and limitations of
captured threat equipment. Battlefield TECHINT also results in the
identification and evacuation of critical items of threat materiel
requiring detailed S&TI analysis.

   S&TI provides detailed analysis on the technical characteristics of
foreign systems and materiel. This results in the development of
battlefield countermeasures to threat systems. S&TI also provides
information on foreign developments in applied research which
support Army Force Modernization.

Battlefield TECHINT frequently starts with one conscientious soldier who finds
something new on the battlefield and takes proper steps to report it. The
information or item is exploited at succeeding higher levels until a
countermeasure is produced to neutralize the technological advantage or
exploit a vulnerability. While a single weapon or technology seldom means
the difference between final victory or defeat, it can give one side a battlefield
advantage.
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There is a mutually dependent relationship that exists between the support
the commander gets from the TECHINT system and the support the TECHINT
system gets from the commander. Operational and tactical commanders
provide the raw material analysts need to identify, capture, protect, and
evacuate enemy equipment, documents, and other items. Commanders
further ensure the success of the process by demanding TECHINT support for
the tactical effort to defeat the enemy. The analysts then take the raw
material and produce the countermeasures commanders need to overcome an
enemy’s technological advantage. For more information on TECHINT, refer to
FM 34-54.

C H A R A C T E R I S T I C S  O F  E F F E C T I V E  I N T E L L I G E N C E               

The effectiveness of intelligence is measured against the following standards:

Timely:
Intelligence must be provided early enough to support planning, influence
decisions and execution of operations, and prevent surprise from enemy action.
it must flow continuously to the commander before, during and after an
operation. Regardless of distance and time, intelligence organizations, data
bases, and products must be available to develop estimates, make decisions,
and plan operations.

Relevant:
Intelligence must support the commander’s concept of operation and the unit’s
mission.  It must be tailored to the capabilities of the unit and intelligence
priorities of the commander. Intelligence must be in usable format which
meets the specific needs of the requestor and explains its own significance.

Accurate: 
Intelligence must give the commander a balanced, complete, and objective
picture of the enemy and the operational environment. It should support and
satisfy the priorities of the commander. To the extent possible, intelligence
should correctly identify threat intentions, capabilities, limitations, and
dispositions. It should be derived from multiple sources and disciplines to
minimize the possibility of deception or misinterpretation. Alternative or
contradictory assessments should be presented, when necessary, to ensure
balance and bias-free intelligence.

Predictive: 
Intelligence should tell the commander what the enemy is doing, can do, and
his most likely course of action (COA). It should anticipate the intelligence
needs of the commander.

PRIMARY INTELLIGENCE TASKS                                  

MI accomplishes its mission through six primary tasks which generate
intelligence synchronized to support the commander’s mission and intelligence
requirements. The derived products assist the commander in focusing and
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protecting his combat power. Figure 2-2 illustrates how the six intelligence
tasks aid the commander in decision making. The six tasks can be thought of
as the METL for intelligence. As such, these tasks serve as a framework for
intelligence training. The six intelligence tasks—

    Provide I&W.

        Perform IPB.

  Perform situation development. 

  Perform target developmehnt and support to targeting. 

   Support force protection.

   

Indications and Warnings:      
The commander uses I&W for early warning to prevent surprise through
anticipation and reduce the risk from enemy actions that are counter to
planning assumptions. This enables him to quickly reorient the force to
unexpected contingencies and shape the battlefield by manipulating enemy
activities. I&W helps a commander decide whether to maintain or increase
unit readiness levels if hostilities are likely. In force projection operations, I&W
provides the commander time to plan and surge the intelligence effort for the
impending operation. Detection of developments which initiate force
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projection operations requires that intelligence readiness be developed and
maintained through pre-crisis intelligence operations.

The commander and G2 (S2) integrate intelligence requirements to support
I&W into the total unit collection plan. Collection plans and supporting SORs
are developed during the decision making process. The G2 (S2) develops
reporting procedures (for example, “FLASH” designation) in support of I&W
requirements to ensure the commander can implement the appropriate
OPLAN in a timely manner.

During war an OOTW, the G2 (S2) identifies those actions by threat and
potential threat groups that would change the basic nature of the operations.
Examples of such activities include--

• First use of weapons of mass destruction (nuclear, biological, and
chemical [NBC] weapons).

•First violation of international treaties.

•Introduction of weapons to counter a specific friendly advantage or
strength.

•Unexpected commitment of threat forces into the battle space.

•Unexpected changes in the threat’s intent, will, or targets.

•Changes in the population’s support to friendly operations.

In all cases, I&W alerts the unit commander to move the unit from its current
mission to a contingency, branch, or sequel operation.

Intelligence Preparation of the Battlefield:
The commander uses IPB to understand the battlefield and the options it
presents to friendly and threat forces. IPB is a systematic, continuous process
of analyzing the threat and environment in a specific geographic area. The
process consists of four steps: defining the battlefield environment;
describing the battlefield effects; evaluating the threat; and determining
threat COAs. By applying the IPB process, the commander gains the
information necessary to selectively apply and maximize his combat power at
critical points in time and space on the battlefield.

The commander focuses the G2 (S2) effort and the IPB process by clearly
defining his PIR. The G2 (S2) then uses the IPB process to continually assess
threats to, and opportunities for, the friendly force. This assessment helps the
commander initiate OPLANs, branches, and sequels. The IPB process and
access to the intelligence system also allows logistics planners to develop the
logistics preparation of the theater plan and other support plans.

Using the IPB process, the G2 (S2) predicts threat COAs and identifies the
events that will enable them to confirm or deny each threat COA. The com-
mander and staff use the results to wargame threat COAs against friendly
actions, evaluate future threat actions, and perform situation and target
development. This generates refined intelligence requirements which the
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G2 (S2) staff includes in the intelligence synchronization matrix as well as the
decision support template (DST) produced by the G3 (S3). These products
support the commander and staff in decision making by developing specific
unit OPLANs or OPORDs. As shown in Figure 2-3, the G2 (S2) must have
some basic IPB products ready before the staff begins each step of the staff
planning process. For more information on IPB, refer to FM 34-130.

Situation  Development
The commander uses situation development to help understand the
battlefield, thereby reducing risk and uncertainty while executing his plan.
Situation development provides an estimate of the enemy’s combat
effectiveness. Based on the results of continuous IPB, it confirms or denies
enemy COAs and explains what the enemy is doing in relation to the friendly
Fforce commander’s intent. Situation development helps the commander in his
decisions to execute branches and sequels as the operation develops.

2 - 0



FM 34-1

In situation development, the G2 (S2) and collection manager use the DST,
collection plan, intelligence synchronization matrix, and SOR. The G2 (S2)
uses these tools to state types of information needed, the degree of
specificity, and the latest time information is of value (LTIOV). These products
synchronize intelligence requirements to the decisions that the commander
and staff expect to make during the upcoming operation. See Figure 2-4.

As the battle, operation, or campaign progresses, the G2 (S2) uses the
intelligence synchronization matrix and DST to anticipate which decisions the
commander and staff will soon make. The G2 (S2) and collection manager
implement the intelligence synchronization and collection plan by issuing
SORs to intelligence BOS units, including non-Ml units. SORs explicitly state
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the information required, where to focus collection, the LTIOV, and where to
report the information. The G2 (S2) must anticipate future COAs to allow
time for Ml assets to be tasked and repositioned. The G2 (S2) monitors and,
when required, redirects intelligence operations to deliver the intelligence
required for each decision in a timely manner.

Situation development is especially demanding for Ml units. As an asset
manager, the Ml commander must anticipate and wargame the collection
positions for each of his IEW systems throughout the operation. Based upon
the results of this wargaming, the Ml unit commander may prompt the
supported unit’s staff to reconsider select elements of its plan.

Target Development and Support to Targeting:
The commander uses intelligence in target development to effectively employ
nonlethal electronic attack (EA) and lethal fires. Target development provides
targets and targeting for attack by fire, maneuver, and electromagnetic
means. Our ability to broadcast target information to multiple echelons in
NRT makes the “detect” function of targeting almost instantaneous. This
demands that the “decide” phase of targeting be accomplished in detail as an
integral part of the commander’s concept of operation.

intelligence support to target development provides targets and targeting to
unit attack systems and collection assets for exploitation. The G2 (S2) uses
the same techniques as described in the IPB and Situation Development
sections above. Additionally, during wargaming, the G2 (S2) participates in
the targeting process led by the fire support officer (FSO). During the “decide”
function of the targeting process, the G2 (S2) will identify the high-value
targets (HVTs) which are critical to the enemy commander’s COA. Through
wargaming, the targeting team or board reduces this set of targets to the
high-payoff targets (HPTs). HPTs are HVTS which must be acquired, tracked,
and successfully attacked in order for the commander’s mission to succeed.
The G2 (S2) advises the commander on the viability of collection against each
HPT.

As required, the G2 (S2) establishes procedures for the direct “sensor to
shooter” dissemination of targeting information from collection assets to the
fire support element (FSE) and targeting cell. Direct dissemination enables the
FSE and targeting cell to rapidly pass identified HPTs and other targets directly
to the FSE of the supporting unit or, if authorized by the commander, to the
firing unit. The G3 (S3) and FSO must identify the requirements for direct
dissemination during the “decide” phase of the targeting process. The G2 (S2)
and FSO must also establish controls in the “detect” phase to revalidate
planned targets. The G2 (S2) must incorporate these requirements into the
SOR and establish a system to track the status of each request. These
procedures require considerable coordination between the commander,
G3 (S3), G2 (S2), electronic warfare officer (EWO), FSO, field artillery
intelligence officer, MI unit, and firing unit to be effectively executed.
Additionally, targeting information relating to deep attack must be
disseminated to elements such as the Deep Operations Coordination Cell
(DOCC). The ACE is a crucial interface with the DOCC for intelligence support
to the deep battle.
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Commanders, G3s (S3s), G2s (S2s), and fire support personnel must realize
that risks are inherent when acting upon NRT targeting information,
particularly in an automated environment. Criteria should be established for
using and confirming NRT targeting information to reduce the possibility of
engaging the wrong enemy target or, worse, friendly forces. In addition,
automation in the targeting process should not replace the human check and
balance system needed to reduce the possibility of fratricide, For more
information on the targeting process and intelligence, refer to FM 6-20-10.

Force Protect ion
The commander uses the Intelligence 80S to support force protection.
Intelligence operations—MDCl operations in particular—identify, locate, and
target an enemy’s ability to target and affect friendly forces, facilities, and
operations. Intelligence support to force protection must—

Identify and counter enemy intelligence collection capabilities.

Assess, through MDCI, friendly vulnerabilities and the threat’s ability to
exploit those vulnerabilities.

Identify the enemy’s perception of friendly centers of gravity and how
he will attack or influence them.

Identify potential countermeasures to deny the enemy access to
friendly critical areas.

Conduct threat and risk assessment.

With this intelligence, the commander decides which countermeasures must
be used to shield his intentions, present false images to the enemy
commander, and protect his force, Commanders and staffs use force
protection intelligence to—

l

l

l

Force

•Enable the commander to plan for passive and active OPSEC,
counterreconnaissance, deception, and other security measures.

Plan health service support, logistics operations, and troop safety
measures.

Reduce the probability of fratricide by accurately locating enemy forces
through timely IPB and situation development.

Contribute to threat avoidance once the risk is identified,

protection prompts the commander and staff to develop
countermeasures against the threat’s best opportunities. These are usually in
the form of preventive measures (for example, levels of readiness) and
reactionary measures (for example, quick reaction forces), The preventive
measures do not require support by a new intelligence requirement, but the
reactionary measures might, The G2 (S2) also establishes appropriate
reporting procedures (for example, FLASH precedence reporting) for force

2-13



FM 34-1

protection intelligence similar to those used for reporting I&W intelligence.
Additionally, the G2 (S2) should periodically prompt a review of friendly
vulnerabilities and the threat’s ability for exploitation.

Users of force protection intelligence support vary widely across the
battlefield. For example-

Commanders and G3s (S3s) need to know the effectiveness of
deception operations.

G2 (S2) and G3 (S3) staffs use it to plan aggressive force protection
measures such as deception and counterreconnaissance, intelligence,
surveillance, and target acquisition (C-RISTA).

OPSEC and deception managers need to know where enemy
intelligence assets are focused.

Leaders of all units need to know which OPSEC countermeasures are
effective and necessary, and which measures can be eliminated.

Headquarters commandants, Level II response forces, and rear area
commanders need to know the likelihood of Levels I and II threats to
the rear area so they will know which security measures are necessary
and which are unnecessary. For more information on threat levels,
refer to FM 34-52.

CA and PSYOP personnel use force protection intelligence to ensure
that their activities support deception and Cl operations.

Battle Damage Assessment
Intelligence supports the assess phase of the targeting process through the
BDA process. The commander uses BDA to determine if his operational and
targeting actions have met his conditions for initiating subsequent COAs or
beginning the next phase of an operation. If the desired operational
conditions have not been met, BDA gives the commander the information
necessary to decide if, when and how the targets should be reengaged. It
also estimates the enemy’s remaining military capabilities and potential at
different points throughout the mission or operation.

BDA is the timely and accurate estimate of damage resulting from the
application of military force, either lethal or nonlethal, against an objective or
target. BDA includes physical and functional damage assessments as well as
target system assessment. The most accurate BDA is derived from multiple
sources and the results of all-source analysis. Although producing BDA is
primarily an intelligence responsibility, it requires extensive coordination with
operational elements to be effective. It also requires that common procedures
and methodology be established which synchronize and integrate Army BDA
with those at joint and national levels.

The commander, supported by the G2 (S2), must decide what critical areas
require BDA to determine if the targeting effect for operational success has
been achieved. These areas form the commander’s BDA-related PIR and must
be prioritized against his other PIR developed during the targeting process.
The G2 (S2) integrates the commander’s BDA-related PIR

2-14



into the intelligence collection
target engagement windows.

FM 34-1

plan and synchronizes their collection with the
Since allocating collection resources for

acquiring and tracking damage could divert IEW assets from other missions,
BDA-related PIR should only address the commander’s most critical
requirements. The G2 (S2) ensures intelligence collected on BDA-related PIR is
integrated into the targeting process, specifically the G3 (S3) combat
assessment.

BDA is a complex and dynamic process which seldom falls out of routine
intelligence collection. Commanders and staffs must conduct front-end
analysis and establish criteria to identify the precise operational and targeting
effect required to support specific decisions. Success in the BDA process and
the combat assessment function of the targeting process are achieved when
the commander has the information necessary to quickly decide-

•

•

•

When to proceed with his original concept of operations and schedule
of fires.

When to restrike a target to ensure the desired effect is accomplished.

When to execute a branch to the operation because the desired effect
cannot be achieved with constrained resources.

Intelligence operations follow a five-step process known as the intelligence
cycle. The intelligence cycle is focused on the commander’s mission and
concept of operation. The overarching principle of the cycle is intelligence
synchronization. Each step within the cycle must be synchronized with the
commander’s decision making and operational requirements to successfully
influence the outcome of the operation. See Figure 2-5.

Plan and Direct:
IPB is the primary intelligence task which helps the G2 (S2) focus and direct
this step and the remaining steps of the intelligence cycle. Planning and
directing involves task organizing Ml assets; identifying personnel, logistics,
and communications requirements; identifying, prioritizing, and validating
intelligence requirements; developing a collection plan and synchronization
matrix; issuing SORs for collection and production; and monitoring the
availability of collection information.

Collect:
Collecting is acquiring information and providing this information to the
processing and production elements. It includes the maneuver and positioning
of intelligence assets to locations favorable to satisfying collection objectives.

Process:
Processing is the conversion of collected information into a suitable form that
can be readily used to produce intelligence. Processing includes data form
conversion, photographic development, and transcription and translation of
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foreign language material. As with collection management, processing must
be prioritized and synchronized with the commander’s PIR. Effective
processing management ensures that critical information is extracted and
processed ahead of information of lesser immediate value.

Produce
Producing involves the integration, evaluation, analysis, and synthesis of
information from single or multiple sources into intelligence. At the tactical
level, time constraints and demands of the battle tend to make the processing
and producing steps indistinguishable.

2-16



FM 34-1

Disseminate:
Disseminating intelligence is the timely conveyance of intelligence to users in a
usable form. The diversity of forms and means requires interoperability among
command, control, communications, and intelligence (C 3I) systems.

The intelligence cycle is a continuous process in which steps are executed
concurrently, though not always sequentially. For example, while new
information is being collected to satisfy one set of requirements, the G2 (S2)
plans and redirects efforts to meet new demands while intelligence produced
from previously collected information is disseminated. One or several iterations
of the intelligence cycle may be conducted depending on the time constraints
of the mission.

The commander directs the intelligence effort by selecting and prioritizing
intelligence requirements. They support the commander in conducting and
planning operations. The information the commander needs to visualize the
outcome of current operations is called the commander’s critical information
requirements (CCIRs). CCIRs include information on both friendly and threat
forces. The threat information portion of the CCIR are the commander’s PIR.
In designating PIR, the commander establishes—

•

•

•

•

What he wants (intelligence required).

W h y he wants it (dependent decision).

When  he wants it (LTIOV).

How  he wants it (format, method of delivery).

The commander uses the decision making process to define PIR, select friendly
COAs, and refine intelligence requirements. The decision making process
includes mission analysis; developing COAs; analyzing and comparing COAs;
decision making; and execution. The staff assists the commander in
developing intelligence requirements and will generate additional ones in
support of the concept of operation and targeting as needed. Each
requirement supports a decision expected to occur during the execution of
the selected COA. The commander and staff establish these requirements to
fill the gaps and voids in the
as shown in Figure 2-6.

For more information on PIR
FM 34-8, Appendix A.

unit’s common understanding of the battlefield

development, refer to FM 34-2, Appendix B, and
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Figure 2-6.  The common understanding of the battlefiled

Mission Analysis:
The commander uses IPB products to assess the facts about the battle space
and to understand how friendly and threat forces will interact on the
battlefield. Mission analysis, supported by IPB, identifies gaps in the
command’s knowledge of threat forces, the operational environment, and its
effects on potential COAs. During mission analysis, the commander identifies
his CCIR which provide the G2 (S2) with initial PIR.

Develop Courses of Action:
 The commander and staff develop friendly COAs based on facts and

assumptions identified during mission analysis. The G2 (S2) ensures that
realistic expectations of the intelligence BOS are considered when developing
friendly COAs and that most likely enemy COAs are accurately presented.

Analyze and Compare Courses of Action:
Using wargaming, the commander and staff “fight” the set of threat COAs
against each potential friendly COA. This enables them to assess when and
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where they might require intelligence about the threat or events at key areas.
These key areas become named areas of interest (NAIs). When, as a result of
wargaming, the commander determines he must make a decision based on
activity at an NAI, that NAI becomes a decision point (DP) or creates a DP
related to that NAI. The information needed by the commander to make that
decision becomes an intelligence requirement.

Among the tools the staff uses to record the results of wargaming are the
DST and BOS synchronization plan. The DST normally depicts DP and time
phase lines (TPLs) associated with an event or decision as well as the
commander’s options. The synchronization plan supports the DST. It depicts
NAIs and DPs, the LTIOV, the commander’s options for each BOS, and TPLs
associated with a DP and the commander’s options.

The G2 (S2) incorporates NAIs, decision points, and HPTs identified during the
wargame into a prioritized list of intelligence requirements. He develops and
evaluates collection strategies for each intelligence requirement and ensures
that intelligence collection is capable of supporting the friendly COA.

Decision Making:
The commander, with staff recommendations, decides upon a COA and issues
implementing orders. He approves the intelligence requirements associated
with that COA and designates the most important as PIR.

The commander prioritizes the complete set of intelligence requirements
which includes his—

• Own command.

• Subordinate commands and adjacent units in the form of specific
requests for intelligence.

• Higher command in the form of specific requests for intelligence.

PIR are the key intelligence requirements, listed in priority order, which the
unit must answer or satisfy to achieve mission success. PIR support the
planned operation and associated branches and sequels. The commander’s
PIRs drive the intelligence cycle.

Execution:
The G2 (S2) synchronizes the intelligence operation with the combat
operation to ensure the Intelligence BOS provides the required intelligence
when needed. He identifies the indicators and specific information
requirements (SIR) necessary to satisfy each PIR. The G2 (S2) will allocate
most of his efforts to those requirements designated as PIR, and develops a
collection plan and synchronization matrix. This collection plan includes
direction to organic assets and coordination with higher echelons for
collection requirements beyond the organic capabilities of the unit.

The collection management and synchronization process orchestrates,
prioritizes, and focuses the Intelligence BOS. The plan includes the
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collection, processing, and dissemination required to support each intelligence
requirement, The intelligence synchronization matrix ensures intelligence
collection, analysis, and dissemination are in concert with the commander’s
operation. Synchronization ensures the commander receives the intelligence
he needs, in the form in which he can use it, and in time to influence his
decision making.

As the commander executes his selected COA, the G2 (S2) and collection
manager monitor the execution of the collection plan. They use the
intelligence synchronization matrix to ensure-

Collection assets are focused on the proper PIR at•

•

operation.

Intelligence, required to support the
delivered on time.

commander’s

each stage of the

decisions, is

As information arrives, the G2 (S2) uses various techniques to keep track of
the degree to which PIR are satisfied, understanding that 100 percent
satisfaction rarely occurs, Using the intelligence cycle, the commander and
G2 (S2) continually prioritize the set of requirements and reassess the
designation of PIR as the operation progresses.

For more information on the decision making process, collection
management, and intelligence synchronization, refer to FM 34-2 and
FM 101-5.

When developing the concept of operations, tactical
commanders should consider E W assets the same as they
do artillery assets.

—FM 100-5, 14 June 1993

EW is an essential component of command and control warfare (C2W). As
part of C2W, EW is used in conjunction with MDCI to protect friendly
command and control (C2) while attacking the enemy’s C2 structure. Effective
use of EW as a decisive element of combat power requires coordination and
integration of EW operations with the commander’s scheme of maneuver and
fire support plan. The integrated use of EW throughout the battlefield
supports the synergy needed to locate, identify, damage, and destroy enemy
forces and their C2structure.

EW is an overarching term that includes three major components: electronic
attack (EA), electronic warfare support (ES), and electronic protection (EP).
The overlapping ovals in Figure 2-7 illustrate that some EW actions are both
offensive and protective and may use ES in their execution, Other EW
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functions, such as the use of wartime reserve modes (WARM), can fall under
either EA or EP. The actions listed under each of the major components are
illustrative, not all-inclusive.

Electronic Attack
EA uses lethal (directed energy) and nonlethal (jamming) electromagnetic
energy to disrupt, damage, destroy, and kill enemy forces. Ml units use
nonlethal EA to jam enemy Cz and targeting systems. It can also support
psychological and deception operations. Jamming degrades or denies the
enemy effective use of his CZ and targeting systems. Electronic deception
causes an enemy to misinterpret what is received by his electronic systems.
For more information on Electronic Attack, refer to FMs 24-33, 34-40(S),
and 34-40-7.

Electronic Warfare Support
ES gathers information by intercepting, locating, and exploiting enemy
communications (radios) and noncommunications emitters (radars). ES gives
the commander timely information upon which he can base his immediate
decisions. Intelligence obtained through ES supports all-source analysis, EA,
and EP. As one source of combat information, ES focuses on the
commander’s immediate needs for identifying the enemy’s intent and
obtaining targeting information.
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Electronic Protection:
EP protects personnel, facilities, or equipment from the effects of friendly or
enemy EW which degrades or destroys friendly communications and
noncommunications capabilities. Good electromagnetic emanations practices
are the key to a successful defense against the enemy’s attempt to destroy or
disrupt our communications and noncommunications systems. Proper
management of electromagnetic emanations makes the use of our
communications equipment appear to be without pattern; as a result, it is
difficult for the enemy to target and is consistent with good EP practices.
For more information on Electronic Protection, refer to FM 24-33 and
FM 34-40(S).

Army EW operations are developed and integrated as part of the commander’s
overall concept of operations. The execution of EW operations occurs across
all BOSS and units. EW often provides commanders with substantial
capabilities to electronically influence and control the battlefield.
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Chapter 2
Preventive Electronic Counter-Countermeasures

Techniques

2-1. Introduction
a. We must use preventive ECCM techniques to safeguard our

communications from enemy disruption and destruction. ECCM techniques include
all measures taken to avoid enemy detection and to deny enemy intelligence
analysts useful information. There are two categories of preventive ECCM
techniques:

ECCM designed circuits (equipment features).

Radio system installation and operating procedures.
Radio operators have little control over the effectiveness of ECCM designed
circuits; therefore, the primary focus of this manual is radio system
installation and operating procedures.

b. Reducing the vulnerability of our communications to enemy efforts to
disrupt or destroy them is largely a matter of avoiding detection by the enemy.
If the enemy cannot detect our communications, he will have difficulty
disrupting or destroying them. Effective jamming depends on knowing the
frequencies and approximate locations of units to be jammed. We must do all we
can to prevent disclosing this information. Using the techniques in this
chapter will help accomplish this. Table 2-1 lists preventive ECCM techniques.

2-2. Minimal Transmissions

a. The most effective preventive ECCM technique is to minimize radio
transmissions and transmission times. Even though normal day-to-day operations
require radio communications, these communications should be kept to the
minimum needed to accomplish the mission. Using the following preventive ECCM
techniques will minimize transmissions and transmission times.

(1) Ensure all transmissions are necessary. Analysis of US tactical
communications indicates that most communications used in training exercises
are explanatory and not directive. Radio communications must never be used as a
substitute for complete planning. Tactical radio communications should be used
to convey orders and critical information rapidly. Execution of the battle must
be inherent in training, planning, ingenuity, teamwork, and established and
practiced SOPs. The high volume of radio communications that usually precedes a
tactical operation makes the friendly force vulnerable to enemy interception,
direction finding, jamming, and deception.

NOTE: Even when communications are secure, the volume of radio
transmissions can betray an operation and the enemy can still
disrupt or destroy our ability to communicate.
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(2) Preplan messages before transmitting them. The radio operator should
know what he is going to say before beginning a transmission. When the
situation and time permit, the message should be written out before beginning
the transmission. This will minimize the number of pauses in the transmission
and decrease transmission time. It will also help ensure the conciseness of the
message. The Joint Interoperability of Tactical Command and Control Systems
(JINTACCS) voice templates are some of the best tools a RATELO can use to
minimize transmission time.

(3) Transmit quickly and precisely. When a transmission is necessary,
the radio operator should--

Speak in a clear, well-modulated voice.

Use proper radiotelephone procedures.

This is especially critical when the quality of communications is poor. This
minimizes the chances that a radio transmission will have to be repeated.
Unnecessary repetition increases transmission time and the enemy’s opportunity
to intercept our transmissions and thus gain valuable information.

(4) Use equipment capable of data burst transmission. This is one of the
most significant advantages of tactical satellite communications systems. When
messages are encoded on a digital entry device for transmission over satellite
systems, the transmission time is greatly reduced.

(5) Use an alternate means of communications when possible. Alternate
means of communications, such as cable, wire, or organic soldiers performing as
messengers, can be used to convey necessary directives and information. Radio is
a convenient means of communications; however, convenience does not justify
making a radio transmission. Other means of communications must be used when
practical.

b. We must not operate our radios unnecessarily. Minimizing
transmissions will safeguard our radios for critical transmissions. The enemy
cannot effectively disrupt or destroy our communications without first
gathering information from our radio transmissions. This does not advocate
total, continuing radio silence; it advocates minimum transmissions and
transmission times. We must never forget that operating our radios
unnecessarily increases the enemy’s opportunities to gather information.

2-3. Transmission Protection

All radio communications systems consist of antennas, receivers, and
transmitters. A transmitted signal can be received by any radio station with
which it is compatible. However, the receiving and transmitting radio stations
must be set to the same frequency, and the receiving antenna must receive a
strong enough signal to activate the receiver. If these criteria are met, any

2-3



FM 24-33

receiver-- friendly or enemy-- can intercept a transmitted signal. Therefore,
protecting our transmissions must be our goal. We can reduce the possibility of
our transmissions being intercepted by properly selecting and properly
installing our radio systems. This applies to secure and nonsecure
communications. Practicing the following preventive ECCM techniques will reduce
the strength of the signals being transmitted toward the enemy.

a. Use low power. Power controls and antennas are closely related. The
strength of the signal transmitted by an antenna depends on the strength of the
signal delivered to it by the transmitter. The stronger the signal, the farther
it travels. A radio communications system must be planned and installed to
allow those stations that have a need to communicate with each other to do so.
In carefully planned and installed communications systems, we can usually
operate on low power. Using low power decreases the range and makes it more
difficult for the enemy to detect and intercept our transmissions. It also
reserves our high power for burning through enemy jamming.

b. Select the proper antenna. The range of a transmission depends on
having a usable frequency and on two equipment-related factors:

The power output of the transmitter.

The antenna selected for use with a given radio.

The characteristics and orientation of an antenna affect the strength of the
signal transmitted in all directions. An antenna should be selected and
installed to ensure that a radio station can communicate with those radio
stations with which it needs to communicate. It should also be selected to
minimize the strength of the signal transmitted in the direction of the enemy.
This can be accomplished by observing the following rules in the selection and
the installation of our antennas.

(1) Select the antenna with the shortest feasible range capability.
Almost every US Army radio will operate with two or more different kinds of
antennas. For example, either the short whip, the long whip, or the OE-254
antenna may be used with the Radio Set AN/PRC-77. The short whip antenna has
the shortest range. The OE-254 has the longest range. The antenna used with a
given radio should be the one with the shortest range that still permits good
communications with all radio stations with which that radio station must
communicate. This decreases the chances of enemy interception and reserves
longer range antennas for use in overcoming enemy jamming.

(2) Use directional antennas. The three types of antennas are--

Omnidirectional.

Bidirectional.

Unidirectional.
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Omnidirectional antennas transmit radio waves in all directions; however, they
are more vulnerable to enemy information gathering, jamming, and deception than
bidirectional and unidirectional antennas. Bidirectional antennas transmit
radio waves in two directions. This enables us to communicate with two or more
radio stations in opposite directions. They are good for lateral communications
along the FLOT and should, when possible, be positioned so that transmission
paths are parallel with enemy lines. Positioning the antenna in this way
reduces the possibility of the enemy intercepting our communications. The
unidirectional antenna can transmit and receive best in only one direction.
When it is positioned properly, this antenna is the least vulnerable to enemy
information gathering, jamming, and deception. FM 24-18 explains installation
of directional antennas. Tactical satellite communications terminals should be
installed to allow the terminal to communicate through the satellite with other
terminals in its net.

c. Select a site that masks transmitted signals from enemy
interception.

(1) When possible, the antenna should be positioned so that a terrain
feature or man-made obstacle is between the antenna and the enemy. The antenna
should be positioned as low as possible on the side of terrain features or
man-made obstacles away from the enemy. This decreases the range of the
transmitted signal and scatters the signal in the direction of the enemy. It
makes our transmissions less vulnerable to enemy direction finding and
detection. Also, by masking our transmissions from enemy interception, we
safeguard our antennas against enemy information gathering, jamming, and
deception efforts.

(2) An antenna can be properly positioned even when a station must
communicate with a friendly station located between it and the enemy. Using
terrain features or man-made obstacles to mask transmissions only reduces the
range of the transmitted signal in the direction of the enemy; it does not stop
i t . The optimum siting for an antenna must be determined on a case-by-case
basis.

d. Use mobile antennas. Frequent relocations of our antennas make
accurate enemy direction finding more difficult and effective enemy jamming
less likely. Antennas in the vehicular or man-pack configurations can be
quickly and easily displaced. Even the ground plane antenna can be made mobile
by mounting it on a vehicle and securing it by guy wires. This provides a
mobile antenna that can be relocated rapidly. If this cannot be done, ensure
the antenna is remoted from the communications equipment.

e. Use decoy antennas. When practical , additional antennas can be used
as decoys and set up in credible antenna locations. Enemy intelligence analysts
place special emphasis on photographs or reconnaissance reports of visible
antenna arrays. Decoy antennas may cause the enemy to expend his limited
resources against an unworthy target, thus allowing us to maintain worthy
communications.
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Use steerable null antenna processors. The Steerable Null Antenna
Processor (SNAP-1) Group OL-257()/VRC is designed for use with the AN/VRC-12
family of radios and in the nonhopping mode of the Single-Channel Ground and
Airborne Radio System (SINCGARS). It provides ECCM protection for the
single-channel combat net radios in the VHF range (30-88 MHz). It will operate
efficiently when the operator has no prior knowledge of the direction of either
the unwanted or desired signal. It has a bypass or override feature that can be
used in a jam-free environment or when equipment fails. The SNAP-1 will process
the desired signal to its attached receiver even if the sending transmitter is
not equipped with the SNAP-1. The SNAP-1 will be doctrinally employed on
essential command and control and fire support single-channel radio nets from
platoon to division level in forward areas. FM 24-18 contains a more detailed
explanation of steerable null antenna processors.

2-4. Radiotelephone Operator Procedures

The RATELO is the key to the success of preventive ECCM techniques. The
RATELO ensures that radio transmissions are minimized and protected, thereby
preventing the enemy from intercepting and disrupting or destroying our
communications. Besides practicing the preventive ECCM techniques, the RATELO
must practice procedures that minimize the usable information transmitted. This
prevents the enemy from disrupting or destroying our communications based on
information detected in the pattern or content of our transmissions. This is
accomplished by using the following RATELO procedures:

a. Reduce operator distinguishing characteristics. Many of our RATELOs
can be readily identified by certain voice characteristics or overused phrases.
The enemy can use these distinguishing characteristics to identify a unit even
though frequencies and call signs are changed periodically. Strictly adhering
to the proper use of procedure words (PROWORDs) as outlined in FM 24-18 helps
us to keep operator distinguishing characteristics to a minimum. However, this
is not enough. Accents and overused phrases must also be kept to a minimum. The
enemy must not be able to associate a particular RATELO with a particular unit.

b. Operate on a random schedule. As stated before, the enemy can gather
information based on the pattern as well as the content of our radio
communications. Therefore, we must not develop patterns through hourly radio
checks, daily reports at specific times, or any other periodic transmission.
Periodic reports should be made by alternate means of communications. We must
take all reasonable measures to deny information to enemy intelligence
analysts. Operating on a random schedule is one example.

c. Authenticate.

(1) Proper use of authentication prevents the enemy from deceptively
entering our nets. It is a procedure that must be used in radio systems that do
not use speech secure devices. The enemy has skilled experts whose sole mission
is to enter our nets by imitating friendly radio stations. This threat to our
radio communications can be minimized by the proper use of authentication.
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Procedures for authentication are found in the supplemental instructions to the
SOI. Authentication is required in the following situations:

(a) You suspect the enemy is on your net.

(b) You are challenged by someone to authenticate. (Do not break radio
listening silence to do this.)

(c) You transmit directions or orders that affect the tactical
situation, such as change locations, shift fire, or change frequencies.

(d) You talk about enemy contact, give an early warning report, or issue
a follow-up report. (This rule applies even if you used a brevity list or
operations code.)

(e) You tell a station to go to radio or listening silence or ask it to
break that silence. (Use transmission authentication for this.)

(f) You transmit to a station that is under radio listening silence.
(Use transmission authentication for this.)

(g) You cancel a message by radio or visual means, and the other station
cannot recognize you.

(h) You resume transmitting after a long period of time, or it is the
first transmission.

(i) You are authorized to transmit a classified message in the clear.
(Use transmission authentication for this.)

(j) You are forced, because of no response by a called station, to send
a message in the blind. (Use transmission authentication for this.)

(2) All instances in which the enemy attempts to deceptively enter our
nets to insert false information must be reported. The procedures for reporting
these incidents are in Chapter 4. The procedures are also in the supplemental
instructions to the SOI.

d. Encrypt all essential elements of friendly information. EEFI are
those items of information which we must not allow the enemy to obtain. A
broad, general list of these items of information is contained in the
supplemental instructions to the SOI. These items of EEFI are applicable to
most Army units engaged in training exercises or tactical operations. The list
is to support the Army self-monitoring program and is not all inclusive.
Individual units should develop a more specific EEFI list to be included in
unit operation orders, operation plans, and field SOPs. These items of
information must be encrypted manually or electronically before transmission.
Electronic encryption is accomplished by using COMSEC devices such as the
KY-57/58, KG-84, or KG-93/94. Manual encryption is accomplished by using
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approved operations codes. Manual and electronic encryption need not be used
together. Either method used alone will protect EEFI from enemy exploitation.

2-5. Equipment and Communications Enhancements

In addition to the equipment enhancements and proper RATELO procedures,
other techniques can be used to reduce the vulnerability of friendly
communications to hostile exploitations. Some of these ECCM procedures are
the introduction of frequency hopping modules in radios, null steering and
adaptive antennas, spread spectrum waveforms, automatic adjustable power
output, and fiber optics technology.

a. Frequency hopping is particularly useful in lessening the effects of
enemy communications jamming and in denying the enemy friendly position
location data. This is done by changing the instantaneous frequency of a
narrowband transmission in a psuedo-random manner. The new family of SINCGARS
will employ frequency hopping.

b. Null steering and adaptive antenna techniques are designed to
achieve more survivable communications systems. Null steering masks the
radiation pattern to nullify the effects of jamming and provides an improved
signal-to-jamming ratio. These techniques are typically coupled with spread
spectrum waveforms combining frequency hopping with psuedo-noise coding.

c. Spread spectrum techniques are intended to suppress interference by
other users (hostile or friendly), to provide multiple access (user sharing),
and to eliminate multipath interference (self-jamming caused by a delayed

. .

signal). The transmitted intelligence is deliberately spread across a very wide
frequency band in the operating spectrum so that it becomes hard to detect from
normal noise levels. The Enhanced Position Location Reporting System (EPLRS)
and the Joint Tactical Information Distribution System (JTIDS) use this
technique.

d. Adjustable power automatically limits the radiated power to a level
sufficient for effective communications, thereby reducing the electronic
signature of the subscriber. The radios currently planned for use in the Mobile
Subscriber Equipment (MSE), such as the radio access units (RAUs) and the
mobile subscriber radiotelephone terminals (MSRTs), use this feature.

e. Frequency hopping multiplexer (FHMUX) and high-power broadband
vehicular whip antennas (HPBVWA) are currently being developed. The FHMUX is
an antenna multiplexer used with SINCGARS in both stationary and mobile
operations. This multiplexer will allow up to five SINCGARS to transmit and
receive through one VHF-FM broadband antenna (OE-254 or HPBVWA) while operating
in frequency hopping mode, nonhopping mode, or a combination of both. It will
also be capable of operating with the current VRC-12 family of radios. Visual
and electronic profiles of command posts will be reduced by using one antenna
instead of up to five. Also, emp
reduced.
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	Special Segment Bullet - • Remove the necessity for standard drills, tactics, techniques, and pro...
	Caption - Figure 1-2. Key Aspects of Risk Management

	chapter no. - Chapter 1
	chapter title - Risk Management Fundamentals

	sec quote - Sizing up opponents to determine victory, assessing dangers and distances is the prop...
	sec quote byline - Sun Tzu, The Art of War, “Terrain”
	intro text - Risk management is the process of identifying, assessing, and controlling risks aris...
	intro text - Risk is characterized by both the probability and severity of a potential loss that ...
	1st subhead - BACKGROUND

	Body - Throughout the history of armed conflict, government and military leaders have tried to re...
	bullet - • Effects of casualties.
	bullet - • Impact on civilians.
	bullet - • Damage to the environment.
	bullet - • Loss of equipment.
	bullet - • Level of public reaction.
	Body - War is inherently complex, dynamic, and fluid. It is characterized by uncertainty, ambigui...
	Body - Historically, the Army has had more accidental losses, including fratricide (friendly fire...
	bullet - • An ever-changing operational environment.
	bullet - • Effects of a fast-paced, high-operational tempo (OPTEMPO) and a high-personnel tempo (...
	bullet - • Equipment failure, support failure, and the effects of the physical environment.
	1st subhead - PRINCIPLES

	Body - The basic principles that provide a framework for implementing the risk management process...
	bullet - • Integrating risk management into mission planning, preparation, and execution. Leaders...
	bullet - • Making risk decisions at the appropriate level in the chain of command. The commander ...
	bullet - • Accepting no unnecessary risk. Commanders compare and balance risks against mission ex...
	1st subhead - APPLICABILITY

	Body - Risk management applies to all situations and environments across the wide range of Army o...
	2nd sub - DEVELOPMENT

	Body - Development concerns include force design, manpower allocation, training and training deve...
	3rd sub - Force Design

	Body - Concerns include risks introduced in trade-off decisions that involve the design and equip...
	bullet - • Tables of organization and equipment (TOE).
	bullet - • Modification tables of organization and equipment (MTOE).
	bullet - • Tables of distribution and allowances (TDA) organizations.
	3rd sub - Manpower Allocations

	Body - Concerns include shortfalls in manning that put unit readiness and full use of combat syst...
	3rd sub - Training and Training Developments

	Body - Concerns include hazardous and critical training tasks and feasible risk reduction measure...
	3rd sub - Combat and Materiel Developments and Battle Laboratories

	Body - Concerns include providing a means to assist in making informed trade-off decisions such as—
	bullet - • Balancing equipment form, fit, and function.
	bullet - • Balancing the durability and cost of equipment and spare parts against their reliabili...
	bullet - • Determining the environmental impact.
	bullet - • Determining whether to accept systems with less than the full capabilities prescribed ...
	Body - ARs 70-1 and 385-16 and MIL-STD-882 provide details on risk management application in the ...
	2nd sub - FIELDING

	Body - Fielding concerns include personnel assignments, sustainment and logistics, training, and ...
	3rd sub - Personnel Assignments

	Body - Concerns include making informed decisions in assigning replacement personnel. For example...
	3rd sub - Sustainment and Logistics

	Body - Concerns include enhancing one’s ability to determine support requirements, the order in w...
	3rd sub - Training

	Body - Concerns include helping leaders determine the—
	bullet - • Balance between training realism and unnecessary risks in training.
	bullet - • Impact of training operations on the environment.
	bullet - • Level of proficiency and experience of soldiers and leaders.
	3rd sub - Base Operations

	Body - Concerns include prioritizing the execution of base operations functions to get the most b...
	2nd sub - EMPLOYMENT

	Body - Employment concerns include force protection and deployment, operations, and redeployment.
	3rd sub - Force Protection

	Body - Concerns include developing a plan that identifies threats and their associated hazards an...
	3rd sub - Deployment, Operations, and Redeployment

	Body - Concerns include—
	bullet - • Analyzing the factors of mission, enemy, terrain, troops, and time available (METT�T) ...
	bullet - • Determining the correct units, equipment composition, and sequence.
	bullet - • Identifying controls essential to safety and environmental protection.
	1st subhead - CONSTRAINTS

	Body - Risk management does not convey authority to violate the law-of- land warfare or deliberat...
	Body - Risk management assists the commander in complying with regulatory and legal requirements by—
	bullet - • Identifying applicable legal standards that affect the mission.
	bullet - • Identifying alternate COAs or alternate standards that meet the intent of the law.
	bullet - • Ensuring better use of limited resources through establishing priorities to correct kn...
	Caption - Figure 1-1. Battle and Nonbattle Casualties
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	chapter no. - Chapter 2
	chapter title - Risk Management Process

	sec quote - First reckon, then risk
	sec quote byline - Field Marshal Helmuth von Moltke
	intro text - This chapter provides the essence of the five-step risk management process. It illus...
	1st subhead - THE FIVE STEPS: AN OVERVIEW

	Body - Risk management is the process of identifying and controlling hazards to conserve combat p...
	bullet - • Step 1. Identify hazards.
	bullet - • Step 2. Assess hazards to determine risks.
	bullet - • Step 3. Develop controls and make risk decisions.
	bullet - • Step 4. Implement controls.
	bullet - • Step 5. Supervise and evaluate.
	Body - This five-step process is integrated into the military decision-making process as shown in...
	Body - FM�100�40 provides insight into the context in which the risk management process is applie...
	bullet - • Solving tactical problems (Chapter 1).
	bullet - • The science and art of tactics (Chapter 1).
	bullet - • Hasty versus deliberate operations (Chapter 1).
	bullet - • The plan-prepare-execute cycle (Chapter 1).
	bullet - • Basic tactical control measures (Chapter 2).
	bullet - • The factors of METT�T (Chapter 2).
	Body - Risk decisions should be based upon awareness rather than mechanical habit. Leaders should...
	bullet - • Tactical risk is risk concerned with hazards that exist because of the presence of eit...
	bullet - • Accident risk includes all operational risk considerations other than tactical risk. I...
	2nd sub - STEPS 1 AND 2

	Body - Steps 1 and 2 together comprise the risk assessment. In Step 1, individuals identify the h...
	2nd sub - STEPS 3 through 5

	Body - Steps 3 through 5 are the essential follow-through actions to effectively manage risk. In ...
	1st subhead - THE FIVE STEPS APPLIED
	2nd sub - STEP 1. IDENTIFY HAZARDS


	Body - A hazard is an actual or potential condition where the following can occur due to exposure...
	bullet - • Injury, illness, or death of personnel.
	bullet - • Damage to or loss of equipment and property.
	bullet - • Mission degradation.
	Body - Hazards are sources of danger or risks due to enemy or adversary presence and other condit...
	Body - The ability of unit leaders and staffs to identify hazards is key. One reality of today’s ...
	Body - The factors of METT�T provide a sound framework for identifying hazards when planning, pre...
	3rd sub - Mission

	Body - Leaders first analyze the assigned mission. They look at the type of mission to be accompl...
	bullet - • A scheme of maneuver that is difficult to understand or too complex for accurate commu...
	bullet - • The impact of operating under a fragmentary order (FRAGO).
	3rd sub - Enemy

	Body - Commanders look for enemy capabilities that pose significant hazards to the operation. For...
	bullet - • Assess potential advantages to the enemy provided by the battlefield environment.
	bullet - • Fully assess the enemy’s capabilities.
	bullet - • Understand enemy collection capabilities and friendly vulnerabilities to those capabil...
	bullet - • Accurately determine the enemy’s probable COAs.
	bullet - • Plan and coordinate active ground and aerial reconnaissance activities.
	bullet - • Disseminate intelligence about the enemy to lower levels.
	bullet - • Identifying terrorist threats and capabilities.
	Body - Intelligence plays a critical part in identifying hazards associated with tactical risk. I...
	bullet - • Identifying the opportunities and constraints the battlefield environment offers to th...
	bullet - • Thoroughly portraying threat capabilities and vulnerabilities.
	bullet - • Collecting information on populations, governments, and infrastructures.
	Body - FMs�34�130 and 34�60, respectively, provide detailed information on IPB and on counterinte...
	3rd sub - Terrain and Weather

	Body - In addition to those due to the enemy or adversaries, the most obvious hazards to military...
	bullet - • How long the unit has operated in the environment and climate.
	bullet - • Whether the terrain has been crossed before.
	4th sub - Terrain.

	Body - The five main military aspects of terrain—observation and fields of fire, cover and concea...
	bullet - • Observation and fields of fire. Hazards associated with this usually involve when the ...
	bullet - • Cover and concealment. Hazards associated with cover and concealment are created by th...
	bullet - • Obstacles. Hazards associated with obstacles may be accident or tactical. They may be ...
	bullet - • Key terrain and decisive terrain. Hazards are a marked advantage terrain provides to t...
	bullet - • Avenues of approach. Hazards associated with avenues of approach can affect both tacti...
	4th sub - Weather.

	Body - Weather works hand-in-hand with terrain to create hazards. To identify weather hazards, le...
	bullet - • Adverse effects of heat and cold hazards on the performance of soldiers.
	bullet - • Effects of climate and weather on maintenance of vehicles and equipment before beginni...
	bullet - • Hazardous effects of weather on the five military aspects of terrain.
	3rd sub - Troops

	Body - Leaders analyze the capabilities of available friendly troops. Associated hazards impact b...
	bullet - • Hazards to the physical and emotional health of soldiers. Inadequate sanitation facili...
	bullet - • Hazards to task organization or units participating in an operation. Hazards include h...
	bullet - • Hazards associated with long-term missions. Long-term missions include nation building...
	3rd sub - Time Available

	Body - The hazard is insufficient time to plan, prepare, and execute operations. Planning time is...
	3rd sub - Civilians

	Body - The commander’s legal responsibility is to consider hazards to, and safeguarding of, civil...
	bullet - • In a wartime environment. The commander must consider the hazard of collateral damage ...
	bullet - • In a peacetime environment. The commander must consider the political attitudes and pr...
	Body - Adversaries are hostile elements other than the enemy that may be encountered during any o...
	2nd sub - STEP 2. ASSESS HAZARDS

	Body - Step 2 completes the risk assessment. Risk is the chance of hazard or bad consequences. Th...
	Body - The incident must be credible in that it must have a reasonable expectation of happening. ...
	3rd sub - Substep A

	Body - Leaders and staffs assess each hazard in relation to the probability of a hazardous incide...
	Body - 
	fig 2-2 head - FREQUENT (A) Occurs very often, continuously experienced

	fig 2-2 body - Single item
	fig 2-2 body - Occurs very often in service life. Expected to occur several times over duration o...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs continuously during a specific mission or operation, or over a service life.
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs very often in career. Expected to occur several times during mission or ope...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs continuously during a specific mission or operation.
	fig 2-2 head - LIKELY (B) Occurs several times

	fig 2-2 body - Single item
	fig 2-2 body - Occurs several times in service life. Expected to occur during a specific mission ...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs at a high rate, but experienced intermittently (regular intervals, generall...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs several times in career. Expected to occur during a specific mission or ope...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs at a high rate, but experienced intermittently.
	fig 2-2 head - OCCASIONAL (C) Occurs sporadically

	fig 2-2 body - Single item
	fig 2-2 body - Occurs some time in service life. May occur about as often as not during a specifi...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs several times in service life.
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs some time in career. May occur during a specific mission or operation, but ...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs sporadically (irregularly, sparsely, or sometimes).
	Body - 
	Body - 
	fig 2-2 head - SELDOM (D) Remotely possible; could occur at some time

	fig 2-2 body - Single item
	fig 2-2 body - Occurs in service life, but only remotely possible. Not expected to occur during a...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs as isolated incidents. Possible to occur some time in service life, but rar...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs as isolated incident during a career. Remotely possible, but not expected t...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs rarely within exposed population as isolated incidents.
	fig 2-2 head - UNLIKELY (E) Can assume will not occur, but not impossible

	fig 2-2 body - Single item
	fig 2-2 body - Occurrence not impossible, but can assume will almost never occur in service life....
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs very rarely (almost never or improbable). Incidents may occur over service ...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurrence not impossible, but may assume will not occur in career or during a spe...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs very rarely, but not impossible.
	Caption - Figure 2-2. Hazard Probability (continued)
	3rd sub - Substep B


	Body - Substep B addresses the severity of each hazard. It is expressed in terms of—
	bullet - • Degree of injury or illness.
	bullet - • Loss of or damage to equipment or property.
	bullet - • Environmental damage.
	bullet - • Other mission-impairing factors such as lost combat power.
	Body - The degree of severity estimated for each hazard may be based on knowledge of the results ...
	fig 2-3heading - CATASTROPHIC (I) Loss of ability to accomplish the mission or mission failure. D...
	fig 2-3heading - CRITICAL (II) Significantly (severely) degraded mission capability or unit readi...
	fig 2-3heading - MARGINAL (III) Degraded mission capability or unit readiness. Minor damage to eq...
	fig 2-3heading - NEGLIGIBLE (IV) Little or no adverse impact on mission capability. First aid or ...
	Caption - Figure 2-3. Hazard Severity
	3rd sub - Substep C


	Body - In this substep leaders and staffs expand what they understand about probable hazardous in...
	Body - Figure 2-4 is a standardized matrix that can be used to assist in this process. Leaders an...
	Body - Figure�2-5 provides a summary of the levels of risk. It also provides examples of hazardou...
	new fig 2-5 - E - Extremely High: Loss of ability to accomplish the mission if hazards occur duri...
	new fig 2-5 - Example: A commander finds that one of his implied tasks to attack an objective inv...
	new fig 2-5 - H - High: Significant degradation of mission capabilities in terms of the required ...
	new fig 2-5 - Example: During a preplanned ambush, the leader discovers that the force he intends...
	new fig 2-5 - M - Moderate: Expected degraded mission capabilities in terms of the required missi...
	new fig 2-5 - Example: A commander in a defensive position receives a warning order to be prepare...
	new fig 2-5 - L - Low: Expected losses have little or no impact on accomplishing the mission. The...
	new fig 2-5 - Example: A mechanized task force (TF) conducting a movement to contact in a desert ...
	Caption - Figure 2-5. Levels of Risk (continued)
	2nd sub - STEP 3. DEVELOP CONTROLS AND MAKE RISK DECISIONS


	sec quote - Risk management is the recognition that decision making occurs under conditions of un...
	sec quote byline - FM 100-7, Decisive Force:
	sec quote byline - The Army in Theater Operations, May 1995
	Body - Step 3 is accomplished in two substeps: develop controls and make risk decisions. This is ...
	3rd sub - Substep A - Develop Controls

	Body - After assessing each hazard, leaders develop one or more controls that either eliminate th...
	4th sub - Types of Controls

	Body - Controls can take many forms, but fall into three basic categories—educational controls, p...
	bullet - • Educational controls. These controls are based on the knowledge and skills of the unit...
	bullet - • Physical controls. These controls may take the form of barriers and guards or signs to...
	bullet - • Avoidance. These controls are applied when leaders take positive action to prevent con...
	4th sub - Criteria for Controls.

	Body - To be effective, each control developed must meet the following criteria:
	bullet - • Suitability. It must remove the hazard or mitigate (reduce) the residual risk to an ac...
	bullet - • Feasibility. The unit must have the capability to implement the control.
	bullet - • Acceptability. The benefit gained by implementing the control must justify the cost in...
	fig 2-6 - Support Availability of adequate personnel, equipment, supplies, and facilities necessa...
	fig 2-6 - Standards Guidance and procedures for implementing a control are clear, practical, and ...
	fig 2-6 - Training Knowledge and skills are adequate to implement a control.
	fig 2-6 - Leadership Leaders are competent to implement a control.
	fig 2-6 - Individual Individual soldiers are sufficiently self-disciplined to implement a control.
	Caption - Figure 2-6. Criteria for Determining Acceptability of Controls
	4th sub - Examples of Controls.


	Body - Examples of controls include—
	bullet - • Engineering or designing to eliminate or control hazards.
	bullet - • Selecting a COA that avoids identified hazards.
	bullet - • Limiting the number of people and the amount of time they are exposed to hazards, cons...
	bullet - • Selecting personnel with appropriate mental, emotional, and physical capabilities.
	bullet - • Providing protective clothing, equipment, and safety and security devices.
	bullet - • Providing such services as adequate sanitation facilities and water purification capab...
	bullet - • Providing warning signs and signals.
	bullet - • Scheduling vehicle and aircraft silhouette drills.
	bullet - • Planning training, including rehearsals, rock drills, battle drills, and so forth.
	bullet - • Programming communications links for key civilian organizations.
	bullet - • Establishing battlefield controls such as areas of operations and boundaries, direct f...
	bullet - • Developing terrorist attack warning systems and response plans.
	Body - The key is to specify who, what, where, when, and how each control is to be used. For exam...
	bullet - • Planning and scheduling intensive threat and friendly vehicle identification refresher...
	bullet - • Programming installation of crashworthy passenger seats in the UH�60 Blackhawk, when m...
	bullet - • Requiring soldiers to wear flak vests and helmets during movement to contact, or when ...
	bullet - • Establishing strong continuity documents and planning overlap tours for key leaders fa...
	4th sub - Residual Risk.

	Body - Once the responsible leader develops and accepts controls, he determines the residual risk...
	bullet - • Residual risk is the risk remaining after controls have been selected for the hazard. ...
	bullet - • Overall residual risk of a mission must be determined when more than one hazard is ide...
	3rd sub - Substep B - Make Risk Decision

	Body - A key element of the risk decision is determining if the risk is justified. The commander ...
	Body - Leaders can use the risk assessment matrix in Figure�2�4—in conjunction with their command...
	2nd sub - STEP 4. IMPLEMENT CONTROLS

	Body - Leaders and staffs ensure that controls are integrated into SOPs, written and verbal order...
	bullet - • Appropriate superior, adjacent, and subordinate units and those executing the mission.
	bullet - • Logistics Civil Augmentation Program (LOGCAP) organizations and civilian agencies that...
	Body - The media, NGOs, and PVOs must be included in coordination when their presence impacts or ...
	Body - Leaders must explain how supervisors will implement controls. Examples of control implemen...
	bullet - • Conducting vehicle and aircraft silhouette drills.
	bullet - • Conducting rehearsals, rock drills, battle drills, and so forth.
	bullet - • Conducting intensive threat and friendly vehicle identification refresher training for...
	bullet - • Conducting orientation for replacement personnel.
	bullet - • Installing and maintaining communications links for key civilian organizations.
	bullet - • Operating in convoys of four vehicles minimum.
	bullet - • Carrying weapons and wearing flak jackets and helmets when outside secure compounds.
	2nd sub - STEP 5. SUPERVISE AND EVALUATE

	sec quote - Leaders must supervise the execution of their orders. The more untrained the troops, ...
	sec quote byline - Infantry in Battle, 1939
	Body - During mission preparation and execution, leaders must ensure that their subordinates unde...
	3rd sub - Supervise

	Body - Leaders supervise mission rehearsal and execution to ensure standards and controls are enf...
	Body - During sustained operations, leaders continue planning to ensure that controls emplaced at...
	bullet - • Climatic extremes.
	bullet - • NBC and hazardous waste contamination.
	bullet - • Diseases native to a particular area of operation or indigenous population.
	bullet - • Terrorist threats.
	3rd sub - Evaluate

	Body - After a mission, leaders and individuals evaluate how well the risk management process was...
	bullet - • Determine how to ensure that successes are continued to the next mission.
	bullet - • Capture and disseminate lessons learned so that others may benefit from the experience.
	bullet - • Consider the effectiveness of the risk assessment in identifying and accurately assess...
	bullet - • Determine whether the level of residual risk of each hazard and of the overall mission...
	bullet - • Evaluate the effectiveness of each control in reducing or removing risk, including whe...
	Body - Leaders and individuals determine why some controls were ineffective and what should be do...
	Body - Figure 2-7 shows that the risk management process continues throughout a mission as well a...
	1st subhead - TOOLS AND PITFALLS

	Body - The appendix�provides examples of risk management tools to help leaders assess identified ...
	Body - Units train to a standard. They operate and train regardless of the degree of real or perc...
	Body - Figure�A�7 provides an example of risk management considerations integrated into a mission...
	Body - Pitfalls arise when risk management tools are used without adaptation to the factors of ME...
	Body - Completing the risk assessment alone, but failing to identify effective controls, usually ...
	Caption - Figure 2-5. Levels of Risk
	Caption - Figure 2-7. Continuous Application of Risk Management
	Caption - Figure 2-1. Risk Management Steps Correlated with Military Decision-Making Tasks
	Caption - Figure 2-2. Hazard Probability
	Caption - Figure 2-4. Risk Assessment Matrix
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	sec quote - It is imperative to develop twenty-first century leaders who trust their subordinates...
	sec quote byline - GEN William W. Hartzog
	sec quote byline - Commanding General
	sec quote byline - US Army Training and Doctrine Command
	intro text - This chapter presents the moral and ethical implications of risk management. It outl...
	1st subhead - MORAL AND ETHICAL IMPLICATIONS FOR LEADERS

	Body - To be successful, risk management must be underwritten by the chain of command. Leaders sh...
	Body - Leaders accept that things may go wrong, even with the certain knowledge that a subordinat...
	sec quote - Everyday as we respond to the nation’s needs, we expose our soldiers to hazards in un...
	sec quote byline - General Dennis J. Reimer
	sec quote byline - Chief of Staff, Army
	1st subhead - RESPONSIBILITIES

	Body - One critical task for all operations is minimizing risk. Every military plan must make thi...
	Body - The commander and his staff must look at tactical risks and accident risks. They use the s...
	Body - Leaders and soldiers at all levels are responsible and accountable for managing risks by e...
	bullet - • Identified during planning, preparation, and execution of operations.
	bullet - • Controlled during preparation and execution of operations.
	Body - Soldiers are responsible for executing risk controls to standards. They must continuously ...
	Body - Sometimes commanders are not properly advised in situations where the assumption of risk m...
	bullet - • The risk denial syndrome in which leaders do not want to know of the risk.
	bullet - • A staff member who believes that the risk decision is part of his job and does not wan...
	bullet - • A subordinate who does not fully understand the higher commander’s guidance.
	bullet - • Complacency—outright failure to recognize a hazard or the level of risk involved, or o...
	bullet - • Use of a standardized risk assessment tool, such as a risk assessment card, that is no...
	2nd sub - COMMANDERS

	Body - The commander directs the organization and sets priorities and the command climate (values...
	bullet - • Demonstrating consistent and sustained risk management behavior through leading by exa...
	bullet - • Providing clear guidance, when appropriate, on where or what risk to accept.
	bullet - • Obtaining and providing to subordinates the necessary assets to control risk.
	bullet - • Knowing their own limitations, their leaders’ and soldiers’ limitations, and their uni...
	bullet - • Preventing a zero-defects mindset from creeping into their command’s culture.
	bullet - • Allowing subordinates to make mistakes and learn from them.
	bullet - • Demonstrating full confidence in subordinates’ mastery of their trade and their abilit...
	bullet - • Keeping subordinates informed; consulting with subordinate leaders before making a dec...
	bullet - • Listening to subordinates.
	Body - Commanders are responsible and accountable for their own actions and those of units under ...
	Body - Command is often exercised in conditions of uncertainty and ambiguity, where violence, dan...
	Body - Avoiding the zero-risk mindset requires the exercise of positive leadership. The commander...
	Body - Risk management is a two-way street. It is important that those involved in mission prepar...
	Body - The objective of managing risk is not to remove all risk, but to eliminate unnecessary ris...
	2nd sub - Leaders

	Body - Many of the tasks identified for commanders apply to all leaders. Leaders’ specific respon...
	bullet - • Establishing clear, feasible risk management policies and goals.
	bullet - • Conducting detailed planning within time constraints; assessing each mission and task ...
	bullet - • Making informed risk decisions and establishing and clearly communicating risk guidance.
	bullet - • Training the risk management process. Ensuring subordinates understand the who, what, ...
	bullet - • Examining how subordinates manage risk and how soldiers protect themselves.
	bullet - • Supervising and evaluating the unit’s execution of risk controls during the mission to...
	bullet - • Advising his chain of command on risks and risk-reduction measures.
	bullet - • Providing subordinates with feedback on their performance and ways to improve.
	bullet - • Assessing the effectiveness of their unit’s risk management program.
	bullet - • Capturing and disseminating lessons learned to ensure they are continued from mission ...
	2nd sub - STAFFs

	Body - The chief of staff or executive officer is responsible for supervising integration of risk...
	bullet - • Analyzing his functional area and applying risk management during the military decisio...
	bullet - • Identifying constraints in the higher commander’s risk guidance.
	bullet - • Including hazards and their risks in the mission analysis briefing.
	bullet - • Including a risk assessment for the commander’s estimate.
	bullet - • Considering the risk assessment in the operations estimate.
	bullet - • Including risks and recommending ways to reduce their impact in the staff estimate.
	bullet - • Implementing risk controls by coordinating and integrating them into the appropriate p...
	bullet - • Establishing procedures and standards that are clear and practical.
	bullet - • Determining the effectiveness of hazard/risk controls and continuously assessing their...
	bullet - • Supervising, evaluating, and assessing the integration of risk management during an op...
	bullet - • Continuously identifying hazards, assessing initial and residual risks for each hazard...
	bullet - • Identifying and assessing hazards associated with complacency, especially during exten...
	Body - At the operational level, staffs focus on hazards and their risks across the spectrum of p...
	2nd sub - INDIVIDUALS

	Body - The level of expertise and maturity of the individual influence his proficiency in managin...
	Body - Some soldiers and individuals ignore existing standards and improvise their own. Due to in...
	bullet - • Overestimating their ability to respond to or recover from a hazardous incident—they b...
	bullet - • Underestimating the level of risk posed by a hazard.
	Body - It is imperative that individuals understand and execute controls implemented by leaders a...
	Body - Individuals must maintain situational awareness and self- discipline when they perform the...
	bullet - • Understand and apply risk management.
	bullet - • Execute controls directed by their leaders, that is, perform to standards.
	bullet - • Carry risk management over into training and activities—both on and off duty.
	bullet - • Look out for others—anyone has authority to halt something that is inherently unsafe.
	1st subhead - INTEGRATION INTO TRAINING AND OPERATIONS

	sec quote - ARFOR commanders/leaders must continuously employ risk management approaches to effec...
	sec quote byline - FM 100-7, Decisive Force: The Army in Theater Operations, May 1995
	Body - Integrating risk management into training and operations—
	bullet - • Preserves the lives and well-being of everyone.
	bullet - • Conserves equipment, facilities, environmental resources, and combat power.
	Body - Risk management must not be treated as an afterthought. It must be planned for up front. L...
	Body - When integrating risk management into sustained operations, leaders must consider increase...
	bullet - • The complexity of mission development and associated changing interrelationships with ...
	bullet - • The inclusion of civilian contractors, for example, LOGCAP, as part of the force.
	bullet - • The presence of the media, NGOs, and PVOs.
	Body - These diverse elements need to be integrated into the risk management process.
	Body - Two key considerations relevant to managing risk in complex operational environments include—
	bullet - • Understanding the culture of the indigenous population or society and its way of doing...
	bullet - • The dynamics of managing risk and the way the leader and his subordinates manage risk....
	Sub Bullet - — Having the right combination of well-trained, disciplined, well-armed, and well-eq...
	Sub Bullet - — Issuing clear guidance to minimize risk.
	Sub Bullet - — Determining and implementing risk controls for carrying out the mission.
	Sub Bullet - — Maintaining situational awareness, especially of vulnerabilities.
	Sub Bullet - — Avoiding unnecessary accident risk.
	Body - Risk management works best when incorporated into existing command training and operationa...
	bullet - • Development of policy, goals, objectives, and priorities in the commander’s quarterly ...
	bullet - • The commander’s training assessment, by identifying hazards and risk controls.
	bullet - • Systematic observation and assessment of the unit’s risk management performance and fe...
	Body - Leaders and soldiers must have the skills, knowledge, and attitude to effectively manage r...
	Body - Doctrine developers must integrate risk management into planning for all Army processes, e...
	1st subhead - ASSESSMENT OF THE RISK MANAGEMENT PROCESS

	Body - To assess the risk management process is to determine a unit’s current level of proficienc...
	Body - How well risk is managed affects readiness. Leaders need to know the current status and ef...
	bullet - • Effectively risk management is embedded into planning and preparing for operations.
	bullet - • Well risk management is understood by subordinate leaders and soldiers.
	bullet - • Effectively risk management is used to execute operations.
	Body - Leaders assess the effectiveness of their units by reviewing how well hazards are identifi...
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	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs several times in career. Expected to occur during a specific mission or ope...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs at a high rate, but experienced intermittently.
	fig 2-2 head - OCCASIONAL (C) Occurs sporadically

	fig 2-2 body - Single item
	fig 2-2 body - Occurs some time in service life. May occur about as often as not during a specifi...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs several times in service life.
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs some time in career. May occur during a specific mission or operation, but ...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs sporadically (irregularly, sparsely, or sometimes).
	Body - 
	Body - 
	fig 2-2 head - SELDOM (D) Remotely possible; could occur at some time

	fig 2-2 body - Single item
	fig 2-2 body - Occurs in service life, but only remotely possible. Not expected to occur during a...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs as isolated incidents. Possible to occur some time in service life, but rar...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs as isolated incident during a career. Remotely possible, but not expected t...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs rarely within exposed population as isolated incidents.
	fig 2-2 head - UNLIKELY (E) Can assume will not occur, but not impossible

	fig 2-2 body - Single item
	fig 2-2 body - Occurrence not impossible, but can assume will almost never occur in service life....
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs very rarely (almost never or improbable). Incidents may occur over service ...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurrence not impossible, but may assume will not occur in career or during a spe...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs very rarely, but not impossible.
	Caption - Figure 2-2. Hazard Probability (continued)
	3rd sub - Substep B


	Body - Substep B addresses the severity of each hazard. It is expressed in terms of—
	bullet - • Degree of injury or illness.
	bullet - • Loss of or damage to equipment or property.
	bullet - • Environmental damage.
	bullet - • Other mission-impairing factors such as lost combat power.
	Body - The degree of severity estimated for each hazard may be based on knowledge of the results ...
	fig 2-3heading - CATASTROPHIC (I) Loss of ability to accomplish the mission or mission failure. D...
	fig 2-3heading - CRITICAL (II) Significantly (severely) degraded mission capability or unit readi...
	fig 2-3heading - MARGINAL (III) Degraded mission capability or unit readiness. Minor damage to eq...
	fig 2-3heading - NEGLIGIBLE (IV) Little or no adverse impact on mission capability. First aid or ...
	Caption - Figure 2-3. Hazard Severity
	3rd sub - Substep C


	Body - In this substep leaders and staffs expand what they understand about probable hazardous in...
	Body - Figure 2-4 is a standardized matrix that can be used to assist in this process. Leaders an...
	Body - Figure�2-5 provides a summary of the levels of risk. It also provides examples of hazardou...
	new fig 2-5 - E - Extremely High: Loss of ability to accomplish the mission if hazards occur duri...
	new fig 2-5 - Example: A commander finds that one of his implied tasks to attack an objective inv...
	new fig 2-5 - H - High: Significant degradation of mission capabilities in terms of the required ...
	new fig 2-5 - Example: During a preplanned ambush, the leader discovers that the force he intends...
	new fig 2-5 - M - Moderate: Expected degraded mission capabilities in terms of the required missi...
	new fig 2-5 - Example: A commander in a defensive position receives a warning order to be prepare...
	new fig 2-5 - L - Low: Expected losses have little or no impact on accomplishing the mission. The...
	new fig 2-5 - Example: A mechanized task force (TF) conducting a movement to contact in a desert ...
	Caption - Figure 2-5. Levels of Risk (continued)
	2nd sub - STEP 3. DEVELOP CONTROLS AND MAKE RISK DECISIONS


	sec quote - Risk management is the recognition that decision making occurs under conditions of un...
	sec quote byline - FM 100-7, Decisive Force:
	sec quote byline - The Army in Theater Operations, May 1995
	Body - Step 3 is accomplished in two substeps: develop controls and make risk decisions. This is ...
	3rd sub - Substep A - Develop Controls

	Body - After assessing each hazard, leaders develop one or more controls that either eliminate th...
	4th sub - Types of Controls

	Body - Controls can take many forms, but fall into three basic categories—educational controls, p...
	bullet - • Educational controls. These controls are based on the knowledge and skills of the unit...
	bullet - • Physical controls. These controls may take the form of barriers and guards or signs to...
	bullet - • Avoidance. These controls are applied when leaders take positive action to prevent con...
	4th sub - Criteria for Controls.

	Body - To be effective, each control developed must meet the following criteria:
	bullet - • Suitability. It must remove the hazard or mitigate (reduce) the residual risk to an ac...
	bullet - • Feasibility. The unit must have the capability to implement the control.
	bullet - • Acceptability. The benefit gained by implementing the control must justify the cost in...
	fig 2-6 - Support Availability of adequate personnel, equipment, supplies, and facilities necessa...
	fig 2-6 - Standards Guidance and procedures for implementing a control are clear, practical, and ...
	fig 2-6 - Training Knowledge and skills are adequate to implement a control.
	fig 2-6 - Leadership Leaders are competent to implement a control.
	fig 2-6 - Individual Individual soldiers are sufficiently self-disciplined to implement a control.
	Caption - Figure 2-6. Criteria for Determining Acceptability of Controls
	4th sub - Examples of Controls.


	Body - Examples of controls include—
	bullet - • Engineering or designing to eliminate or control hazards.
	bullet - • Selecting a COA that avoids identified hazards.
	bullet - • Limiting the number of people and the amount of time they are exposed to hazards, cons...
	bullet - • Selecting personnel with appropriate mental, emotional, and physical capabilities.
	bullet - • Providing protective clothing, equipment, and safety and security devices.
	bullet - • Providing such services as adequate sanitation facilities and water purification capab...
	bullet - • Providing warning signs and signals.
	bullet - • Scheduling vehicle and aircraft silhouette drills.
	bullet - • Planning training, including rehearsals, rock drills, battle drills, and so forth.
	bullet - • Programming communications links for key civilian organizations.
	bullet - • Establishing battlefield controls such as areas of operations and boundaries, direct f...
	bullet - • Developing terrorist attack warning systems and response plans.
	Body - The key is to specify who, what, where, when, and how each control is to be used. For exam...
	bullet - • Planning and scheduling intensive threat and friendly vehicle identification refresher...
	bullet - • Programming installation of crashworthy passenger seats in the UH�60 Blackhawk, when m...
	bullet - • Requiring soldiers to wear flak vests and helmets during movement to contact, or when ...
	bullet - • Establishing strong continuity documents and planning overlap tours for key leaders fa...
	4th sub - Residual Risk.

	Body - Once the responsible leader develops and accepts controls, he determines the residual risk...
	bullet - • Residual risk is the risk remaining after controls have been selected for the hazard. ...
	bullet - • Overall residual risk of a mission must be determined when more than one hazard is ide...
	3rd sub - Substep B - Make Risk Decision

	Body - A key element of the risk decision is determining if the risk is justified. The commander ...
	Body - Leaders can use the risk assessment matrix in Figure�2�4—in conjunction with their command...
	2nd sub - STEP 4. IMPLEMENT CONTROLS

	Body - Leaders and staffs ensure that controls are integrated into SOPs, written and verbal order...
	bullet - • Appropriate superior, adjacent, and subordinate units and those executing the mission.
	bullet - • Logistics Civil Augmentation Program (LOGCAP) organizations and civilian agencies that...
	Body - The media, NGOs, and PVOs must be included in coordination when their presence impacts or ...
	Body - Leaders must explain how supervisors will implement controls. Examples of control implemen...
	bullet - • Conducting vehicle and aircraft silhouette drills.
	bullet - • Conducting rehearsals, rock drills, battle drills, and so forth.
	bullet - • Conducting intensive threat and friendly vehicle identification refresher training for...
	bullet - • Conducting orientation for replacement personnel.
	bullet - • Installing and maintaining communications links for key civilian organizations.
	bullet - • Operating in convoys of four vehicles minimum.
	bullet - • Carrying weapons and wearing flak jackets and helmets when outside secure compounds.
	2nd sub - STEP 5. SUPERVISE AND EVALUATE

	sec quote - Leaders must supervise the execution of their orders. The more untrained the troops, ...
	sec quote byline - Infantry in Battle, 1939
	Body - During mission preparation and execution, leaders must ensure that their subordinates unde...
	3rd sub - Supervise

	Body - Leaders supervise mission rehearsal and execution to ensure standards and controls are enf...
	Body - During sustained operations, leaders continue planning to ensure that controls emplaced at...
	bullet - • Climatic extremes.
	bullet - • NBC and hazardous waste contamination.
	bullet - • Diseases native to a particular area of operation or indigenous population.
	bullet - • Terrorist threats.
	3rd sub - Evaluate

	Body - After a mission, leaders and individuals evaluate how well the risk management process was...
	bullet - • Determine how to ensure that successes are continued to the next mission.
	bullet - • Capture and disseminate lessons learned so that others may benefit from the experience.
	bullet - • Consider the effectiveness of the risk assessment in identifying and accurately assess...
	bullet - • Determine whether the level of residual risk of each hazard and of the overall mission...
	bullet - • Evaluate the effectiveness of each control in reducing or removing risk, including whe...
	Body - Leaders and individuals determine why some controls were ineffective and what should be do...
	Body - Figure 2-7 shows that the risk management process continues throughout a mission as well a...
	1st subhead - TOOLS AND PITFALLS

	Body - The appendix�provides examples of risk management tools to help leaders assess identified ...
	Body - Units train to a standard. They operate and train regardless of the degree of real or perc...
	Body - Figure�A�7 provides an example of risk management considerations integrated into a mission...
	Body - Pitfalls arise when risk management tools are used without adaptation to the factors of ME...
	Body - Completing the risk assessment alone, but failing to identify effective controls, usually ...
	Caption - Figure 2-5. Levels of Risk
	Caption - Figure 2-7. Continuous Application of Risk Management
	Caption - Figure 2-1. Risk Management Steps Correlated with Military Decision-Making Tasks
	Caption - Figure 2-2. Hazard Probability
	Caption - Figure 2-4. Risk Assessment Matrix
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	chapter no. - Appendix
	chapter title - Examples of Risk Management Application

	intro text - The examples in this appendix are designed to help those charged with managing risk.
	1st subhead - Tracking Tool

	Body - The work sheet instructions are in Figure A-1.
	Body - The work sheet (Figure A-2) provides a starting point to logically track the process of ha...
	Body - Examples provided in Figures A-3 through A-6 should help individuals manage risk at the ta...
	Caption - Figure A-4. Example of Completed Risk Management Work Sheet for Company/Team
	Caption - Figure A-5. Example of Completed Risk Management Work Sheet for Battalion/Task Force
	Caption - Figure A-5. Example of Completed Risk Management Work Sheet for Battalion/Task Force (c...
	Caption - Figure A-5. Example of Completed Risk Management Work Sheet for Battalion/Task Force (c...
	Caption - Figure A-6. Example of Completed Risk Management Work Sheet for Division/Corps/EAC Task...
	Caption - Figure A-6. Example of Completed Risk Management Work Sheet for Division/Corps/EAC Task...
	Caption - Figure A-6. Example of Completed Risk Management Work Sheet for Division/Corps/EAC Task...
	1st subhead - MISSION TRAINING PLAN

	Body - Figure A-7 shows risk management integrated into an MTP task. The example portrays a possi...
	fig a-7 body - TASK: C2 THE BATTALION (7-1-1901)(FM 7-20)
	fig a-7 body - ITERATION: 1 2 3 4 5 (circle)
	fig a-7 body - TRAINING STATUS: T P U (circle)
	fig a-7 body - CONDITION: The brigade issues an OPORD or FRAGO
	MTP Body - TASK STANDARD:
	fig a-7 sub body text - a. The battalion plan accomplishes the directed mission and specified tas...
	fig a-7 sub body text - b. The plan is as fully prepared as time allows to initiate the mission a...
	fig a-7 sub body text - c. The battalion controls and synchronizes subordinate and supporting ele...
	fig a-7 sub body text - d. The battalion keeps higher, adjacent, subordinate, supporting, and sup...
	mtp header - SUBTASKS AND STANDARDS: GO NO-GO
	MTP Boxed text - +1. Battalion leaders issue the warning order.
	fig a-7 sub body text - a. A complete warning order is issued within 15 minutes of receipt of the...
	fig a-7 sub body text - b. Warning order is received by all platoons within 45 minutes of issuanc...
	MTP Boxed text - *2. Battalion commander analyzes mission and gives initial guidance.
	fig a-7 sub body text - a. Guidance includes restated mission, which includes brigade commander’s...
	fig a-7 sub body text - b. Guidance is given within 30 minutes of receipt of order.
	fig a-7 sub body text - c. Guidance includes instructions on information requirements and initial...
	MTP Boxed text - +3. Battalion accomplishes reconnaissance and other actions to gather needed inf...
	fig a-7 sub body text - a. Reconnaissance actions begin to physically gain information on the ene...
	fig a-7 sub body text - b. Commander conducts a personal reconnaissance, when possible. If not, t...
	fig a-7 sub body text - c. Subordinate leaders perform a personal reconnaissance when possible. S...
	fig a-7 sub body text - d. Staff coordinates with subordinate, higher, supporting, and adjacent h...
	fig a-7 sub body text - e. Staff provides operations, intelligence, and CSS estimates to include ...
	MTP Boxed text - +4. Battalion commander develops and wargames courses of action and selects one.
	fig a-7 sub body text - a. Tactically feasible courses of action (include CS and maneuver) are ma...
	fig a-7 sub body text - b. Best COA is selected.
	fig a-7 sub body text - c. COA is wargamed and refined by the command and staff. The staff must u...
	MTP Boxed text - *5. Staff develops an OPLAN and OPORD from the commander’s guidance.
	MTP - OPLAN and OPORD successfully accomplish the mission according to higher commander’s intent....
	MTP Boxed text - *6. Battalion commander and staff issue implementing FRAGOs (accident risk contr...
	MTP Boxed text - *7. Battalion commander issues the OPORD/FRAGO.
	fig a-7 sub body text - a. OPORD/FRAGO is issued IAW the one-third, two-thirds rule and makes ful...
	fig a-7 sub body text - b. OPORD/FRAGO accomplishes all directed missions and tasks, complies wit...
	fig a-7 sub body text - c. All subordinate and supporting elements receive the OPORD/FRAGO.
	fig a-7 sub body text - d. OPORD/FRAGO contains task organization, mission, concept, accident ris...
	fig a-7 sub body text - e. If more time is available, the battalion commander issues a fully deve...
	fig a-7 sub body text - f. Order is given at a location that reduces travel time, allows observat...
	fig a-7 sub body text - g. Battalion commander should perform brief-backs and war gaming, to incl...
	fig a-7 sub body text - h. Subordinate leaders and staff should perform lateral coordination befo...
	MTP Boxed text - +8. Commander and staff coordinate and refine the plan.
	fig a-7 sub body text - a. Time is well used to continue gathering information and to improve the...
	fig a-7 sub body text - b. New information is disseminated and coordinated with higher, adjacent,...
	MTP Bullet - • Changes or refinements in plan.
	MTP Bullet - • Information on the enemy in the sector or zone.
	MTP Bullet - • Information that impacts on planning and execution (risk acceptance decisions/haza...
	MTP Bullet - • Adjustments/changes in the plans.
	MTP Boxed text - +*9. Battalion executes changes in task organization.
	fig a-7 sub body text - a. Main CP coordinates link-up location, time, and responsible element.
	fig a-7 sub body text - b. Attachments/new elements are received at the coordinated location and ...
	fig a-7 sub body text - c. Detachments reach the link-up point at the time and place directed.
	MTP Boxed text - +*10. Battalion performs and commander and staff perform, supervise, and monitor...
	fig a-7 sub body text - a. Command group/XO performs brief-backs with subordinate commanders, lea...
	fig a-7 sub body text - b. Main CP maintains status of preparations.
	fig a-7 sub body text - c. Elements make full use of time to prepare for the operation. Subjectiv...
	MTP Boxed text - +*11. Battalion sees the battlefield.
	fig a-7 sub body text - a. Command group is positioned to see and move.
	fig a-7 sub body text - b. Companies and other subordinates accurately report critical informatio...
	fig a-7 sub body text - c. Main CP collects, analyzes, and passes processed critical information.
	fig a-7 sub body text - d. Subordinates execute intelligence collection plan. See subordinate ele...
	MTP Boxed text - +*12. Battalion leaders command and control the execution.
	fig a-7 sub body text - a. Subordinate elements report enemy and friendly actions, change in stat...
	fig a-7 sub body text - b. Battalion leaders win the battle by directing the maneuver of units, c...
	MTP Para (1) - (1) Elements not following OPLAN and OPORD are corrected.
	MTP Para (1) - (2) Responses to new METT-T hazards are directed soon after the new situation occurs.
	MTP Para (1) - (3) No friendly casualties inflicted by friendly direct or indirect fires or other...
	MTP Para (1) - (4) Number/percentage of direct fire weapons engaging the enemy.
	MTP Para (1) - (5) Number/percentage of indirect fire rounds fired and percentage hitting/suppres...
	MTP Para (1) - (6) Number of enemy casualties.
	MTP Para (1) - (7) Number of friendly casualties.
	fig a-7 sub body text - c. The C2 and CSS assets are controlled to support maneuver effort. Indic...
	MTP Para (1) - (1) Effective CSS and C2.
	MTP Para (1) - (2) C2 or CSS elements not destroyed by enemy direct fires.
	fig a-7 sub body text - d. FRAGOs are clear, concise, include risk management, and are quickly ex...
	fig a-7 sub body text - e. Changes that affect the battle are disseminated within five minutes.
	MTP Boxed text - +13. Subordinate commanders, leaders, and staff laterally coordinate actions dur...
	MTP - All battle actions requiring coordination between elements are coordinated.
	MTP Boxed text - +*14. Battalion coordinates with adjacent and supporting headquarters.
	MTP - All battle actions requiring coordination with other headquarters are laterally and promptl...
	MTP Boxed text - +*15. Battalion reports.
	MTP - Battalion CPs submit all critical and required reports to brigade. They report events to ad...
	Caption - Figure A-7. Integration of Risk Management into MTP Task
	Caption - Figure A-7. Integration of Risk Management into MTP Task (continued)
	Caption - Figure A-7. Integration of Risk Management into MTP Task (continued)
	Caption - Figure A-7. Integration of Risk Management into MTP Task (continued)
	Caption - Figure A-7. Integration of Risk Management into MTP Task (continued)
	Caption - Figure A-7. Integration of Risk Management into MTP Task (continued)
	Caption - Figure A-7. Integration of Risk Management into MTP Task (continued)
	Caption - Figure A-1. Risk Management Work Sheet Instructions
	Caption - Figure A-2. Sample Risk Management Work Sheet
	Caption - Figure A-3. Example of Completed Risk Management Work Sheet for Squad/Platoon
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	1st subhead - MORAL AND ETHICAL IMPLICATIONS FOR LEADERS

	Body - To be successful, risk management must be underwritten by the chain of command. Leaders sh...
	Body - Leaders accept that things may go wrong, even with the certain knowledge that a subordinat...
	sec quote - Everyday as we respond to the nation’s needs, we expose our soldiers to hazards in un...
	sec quote byline - General Dennis J. Reimer
	sec quote byline - Chief of Staff, Army
	1st subhead - RESPONSIBILITIES

	Body - One critical task for all operations is minimizing risk. Every military plan must make thi...
	Body - The commander and his staff must look at tactical risks and accident risks. They use the s...
	Body - Leaders and soldiers at all levels are responsible and accountable for managing risks by e...
	bullet - • Identified during planning, preparation, and execution of operations.
	bullet - • Controlled during preparation and execution of operations.
	Body - Soldiers are responsible for executing risk controls to standards. They must continuously ...
	Body - Sometimes commanders are not properly advised in situations where the assumption of risk m...
	bullet - • The risk denial syndrome in which leaders do not want to know of the risk.
	bullet - • A staff member who believes that the risk decision is part of his job and does not wan...
	bullet - • A subordinate who does not fully understand the higher commander’s guidance.
	bullet - • Complacency—outright failure to recognize a hazard or the level of risk involved, or o...
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	2nd sub - COMMANDERS

	Body - The commander directs the organization and sets priorities and the command climate (values...
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	bullet - • Preventing a zero-defects mindset from creeping into their command’s culture.
	bullet - • Allowing subordinates to make mistakes and learn from them.
	bullet - • Demonstrating full confidence in subordinates’ mastery of their trade and their abilit...
	bullet - • Keeping subordinates informed; consulting with subordinate leaders before making a dec...
	bullet - • Listening to subordinates.
	Body - Commanders are responsible and accountable for their own actions and those of units under ...
	Body - Command is often exercised in conditions of uncertainty and ambiguity, where violence, dan...
	Body - Avoiding the zero-risk mindset requires the exercise of positive leadership. The commander...
	Body - Risk management is a two-way street. It is important that those involved in mission prepar...
	Body - The objective of managing risk is not to remove all risk, but to eliminate unnecessary ris...
	2nd sub - Leaders
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	bullet - • Conducting detailed planning within time constraints; assessing each mission and task ...
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	bullet - • Training the risk management process. Ensuring subordinates understand the who, what, ...
	bullet - • Examining how subordinates manage risk and how soldiers protect themselves.
	bullet - • Supervising and evaluating the unit’s execution of risk controls during the mission to...
	bullet - • Advising his chain of command on risks and risk-reduction measures.
	bullet - • Providing subordinates with feedback on their performance and ways to improve.
	bullet - • Assessing the effectiveness of their unit’s risk management program.
	bullet - • Capturing and disseminating lessons learned to ensure they are continued from mission ...
	2nd sub - STAFFs

	Body - The chief of staff or executive officer is responsible for supervising integration of risk...
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	bullet - • Identifying constraints in the higher commander’s risk guidance.
	bullet - • Including hazards and their risks in the mission analysis briefing.
	bullet - • Including a risk assessment for the commander’s estimate.
	bullet - • Considering the risk assessment in the operations estimate.
	bullet - • Including risks and recommending ways to reduce their impact in the staff estimate.
	bullet - • Implementing risk controls by coordinating and integrating them into the appropriate p...
	bullet - • Establishing procedures and standards that are clear and practical.
	bullet - • Determining the effectiveness of hazard/risk controls and continuously assessing their...
	bullet - • Supervising, evaluating, and assessing the integration of risk management during an op...
	bullet - • Continuously identifying hazards, assessing initial and residual risks for each hazard...
	bullet - • Identifying and assessing hazards associated with complacency, especially during exten...
	Body - At the operational level, staffs focus on hazards and their risks across the spectrum of p...
	2nd sub - INDIVIDUALS

	Body - The level of expertise and maturity of the individual influence his proficiency in managin...
	Body - Some soldiers and individuals ignore existing standards and improvise their own. Due to in...
	bullet - • Overestimating their ability to respond to or recover from a hazardous incident—they b...
	bullet - • Underestimating the level of risk posed by a hazard.
	Body - It is imperative that individuals understand and execute controls implemented by leaders a...
	Body - Individuals must maintain situational awareness and self- discipline when they perform the...
	bullet - • Understand and apply risk management.
	bullet - • Execute controls directed by their leaders, that is, perform to standards.
	bullet - • Carry risk management over into training and activities—both on and off duty.
	bullet - • Look out for others—anyone has authority to halt something that is inherently unsafe.
	1st subhead - INTEGRATION INTO TRAINING AND OPERATIONS

	sec quote - ARFOR commanders/leaders must continuously employ risk management approaches to effec...
	sec quote byline - FM 100-7, Decisive Force: The Army in Theater Operations, May 1995
	Body - Integrating risk management into training and operations—
	bullet - • Preserves the lives and well-being of everyone.
	bullet - • Conserves equipment, facilities, environmental resources, and combat power.
	Body - Risk management must not be treated as an afterthought. It must be planned for up front. L...
	Body - When integrating risk management into sustained operations, leaders must consider increase...
	bullet - • The complexity of mission development and associated changing interrelationships with ...
	bullet - • The inclusion of civilian contractors, for example, LOGCAP, as part of the force.
	bullet - • The presence of the media, NGOs, and PVOs.
	Body - These diverse elements need to be integrated into the risk management process.
	Body - Two key considerations relevant to managing risk in complex operational environments include—
	bullet - • Understanding the culture of the indigenous population or society and its way of doing...
	bullet - • The dynamics of managing risk and the way the leader and his subordinates manage risk....
	Sub Bullet - — Having the right combination of well-trained, disciplined, well-armed, and well-eq...
	Sub Bullet - — Issuing clear guidance to minimize risk.
	Sub Bullet - — Determining and implementing risk controls for carrying out the mission.
	Sub Bullet - — Maintaining situational awareness, especially of vulnerabilities.
	Sub Bullet - — Avoiding unnecessary accident risk.
	Body - Risk management works best when incorporated into existing command training and operationa...
	bullet - • Development of policy, goals, objectives, and priorities in the commander’s quarterly ...
	bullet - • The commander’s training assessment, by identifying hazards and risk controls.
	bullet - • Systematic observation and assessment of the unit’s risk management performance and fe...
	Body - Leaders and soldiers must have the skills, knowledge, and attitude to effectively manage r...
	Body - Doctrine developers must integrate risk management into planning for all Army processes, e...
	1st subhead - ASSESSMENT OF THE RISK MANAGEMENT PROCESS

	Body - To assess the risk management process is to determine a unit’s current level of proficienc...
	Body - How well risk is managed affects readiness. Leaders need to know the current status and ef...
	bullet - • Effectively risk management is embedded into planning and preparing for operations.
	bullet - • Well risk management is understood by subordinate leaders and soldiers.
	bullet - • Effectively risk management is used to execute operations.
	Body - Leaders assess the effectiveness of their units by reviewing how well hazards are identifi...
	bullet - • Specified in oral and written OPORDs, OPLANs, and SOPs.
	bullet - • Communicated to lowest level of chain of command.
	bullet - • Included in short-, near-, and long-term training plans.
	bullet - • Implemented into training and activities on and off duty.
	bullet - • Embedded into protect-the-force programs such as safety and health and antiterrorism.
	bullet - • Part of after-action reviews and fed into lessons learned.
	Body - Risk management cannot be seen as a competitive program whereby a unit or leader is judged...
	sec quote - Take calculated risks. That is quite different from being rash.
	sec quote byline - General George S. Patton, Jr.
	Body - 
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	Special Segment Title - Risk management assists the commander or leader in—
	Special Segment Bullet - • Conserving lives and resources and avoiding unnecessary risk.
	Special Segment Bullet - • Making an informed decision to implement a COA.
	Special Segment Bullet - • Identifying feasible and effective control measures where specific sta...
	Special Segment Bullet - • Providing reasonable alternatives for mission accomplishment.
	Special Segment Title - Risk management does not—
	Special Segment Bullet - • Inhibit the commander’s and leader's flexibility and initiative.
	Special Segment Bullet - • Remove risk altogether, or support a zero defects mindset.
	Special Segment Bullet - • Require a GO/NO-GO decision.
	Special Segment Bullet - • Sanction or justify violating the law.
	Special Segment Bullet - • Remove the necessity for standard drills, tactics, techniques, and pro...
	Caption - Figure 1-2. Key Aspects of Risk Management

	chapter no. - Chapter 1
	chapter title - Risk Management Fundamentals

	sec quote - Sizing up opponents to determine victory, assessing dangers and distances is the prop...
	sec quote byline - Sun Tzu, The Art of War, “Terrain”
	intro text - Risk management is the process of identifying, assessing, and controlling risks aris...
	intro text - Risk is characterized by both the probability and severity of a potential loss that ...
	1st subhead - BACKGROUND

	Body - Throughout the history of armed conflict, government and military leaders have tried to re...
	bullet - • Effects of casualties.
	bullet - • Impact on civilians.
	bullet - • Damage to the environment.
	bullet - • Loss of equipment.
	bullet - • Level of public reaction.
	Body - War is inherently complex, dynamic, and fluid. It is characterized by uncertainty, ambigui...
	Body - Historically, the Army has had more accidental losses, including fratricide (friendly fire...
	bullet - • An ever-changing operational environment.
	bullet - • Effects of a fast-paced, high-operational tempo (OPTEMPO) and a high-personnel tempo (...
	bullet - • Equipment failure, support failure, and the effects of the physical environment.
	1st subhead - PRINCIPLES

	Body - The basic principles that provide a framework for implementing the risk management process...
	bullet - • Integrating risk management into mission planning, preparation, and execution. Leaders...
	bullet - • Making risk decisions at the appropriate level in the chain of command. The commander ...
	bullet - • Accepting no unnecessary risk. Commanders compare and balance risks against mission ex...
	1st subhead - APPLICABILITY

	Body - Risk management applies to all situations and environments across the wide range of Army o...
	2nd sub - DEVELOPMENT

	Body - Development concerns include force design, manpower allocation, training and training deve...
	3rd sub - Force Design

	Body - Concerns include risks introduced in trade-off decisions that involve the design and equip...
	bullet - • Tables of organization and equipment (TOE).
	bullet - • Modification tables of organization and equipment (MTOE).
	bullet - • Tables of distribution and allowances (TDA) organizations.
	3rd sub - Manpower Allocations

	Body - Concerns include shortfalls in manning that put unit readiness and full use of combat syst...
	3rd sub - Training and Training Developments

	Body - Concerns include hazardous and critical training tasks and feasible risk reduction measure...
	3rd sub - Combat and Materiel Developments and Battle Laboratories

	Body - Concerns include providing a means to assist in making informed trade-off decisions such as—
	bullet - • Balancing equipment form, fit, and function.
	bullet - • Balancing the durability and cost of equipment and spare parts against their reliabili...
	bullet - • Determining the environmental impact.
	bullet - • Determining whether to accept systems with less than the full capabilities prescribed ...
	Body - ARs 70-1 and 385-16 and MIL-STD-882 provide details on risk management application in the ...
	2nd sub - FIELDING

	Body - Fielding concerns include personnel assignments, sustainment and logistics, training, and ...
	3rd sub - Personnel Assignments

	Body - Concerns include making informed decisions in assigning replacement personnel. For example...
	3rd sub - Sustainment and Logistics

	Body - Concerns include enhancing one’s ability to determine support requirements, the order in w...
	3rd sub - Training

	Body - Concerns include helping leaders determine the—
	bullet - • Balance between training realism and unnecessary risks in training.
	bullet - • Impact of training operations on the environment.
	bullet - • Level of proficiency and experience of soldiers and leaders.
	3rd sub - Base Operations

	Body - Concerns include prioritizing the execution of base operations functions to get the most b...
	2nd sub - EMPLOYMENT

	Body - Employment concerns include force protection and deployment, operations, and redeployment.
	3rd sub - Force Protection

	Body - Concerns include developing a plan that identifies threats and their associated hazards an...
	3rd sub - Deployment, Operations, and Redeployment

	Body - Concerns include—
	bullet - • Analyzing the factors of mission, enemy, terrain, troops, and time available (METT�T) ...
	bullet - • Determining the correct units, equipment composition, and sequence.
	bullet - • Identifying controls essential to safety and environmental protection.
	1st subhead - CONSTRAINTS

	Body - Risk management does not convey authority to violate the law-of- land warfare or deliberat...
	Body - Risk management assists the commander in complying with regulatory and legal requirements by—
	bullet - • Identifying applicable legal standards that affect the mission.
	bullet - • Identifying alternate COAs or alternate standards that meet the intent of the law.
	bullet - • Ensuring better use of limited resources through establishing priorities to correct kn...
	Caption - Figure 1-1. Battle and Nonbattle Casualties

	100-14chap2.pdf
	chapter no. - Chapter 2
	chapter title - Risk Management Process

	sec quote - First reckon, then risk
	sec quote byline - Field Marshal Helmuth von Moltke
	intro text - This chapter provides the essence of the five-step risk management process. It illus...
	1st subhead - THE FIVE STEPS: AN OVERVIEW

	Body - Risk management is the process of identifying and controlling hazards to conserve combat p...
	bullet - • Step 1. Identify hazards.
	bullet - • Step 2. Assess hazards to determine risks.
	bullet - • Step 3. Develop controls and make risk decisions.
	bullet - • Step 4. Implement controls.
	bullet - • Step 5. Supervise and evaluate.
	Body - This five-step process is integrated into the military decision-making process as shown in...
	Body - FM�100�40 provides insight into the context in which the risk management process is applie...
	bullet - • Solving tactical problems (Chapter 1).
	bullet - • The science and art of tactics (Chapter 1).
	bullet - • Hasty versus deliberate operations (Chapter 1).
	bullet - • The plan-prepare-execute cycle (Chapter 1).
	bullet - • Basic tactical control measures (Chapter 2).
	bullet - • The factors of METT�T (Chapter 2).
	Body - Risk decisions should be based upon awareness rather than mechanical habit. Leaders should...
	bullet - • Tactical risk is risk concerned with hazards that exist because of the presence of eit...
	bullet - • Accident risk includes all operational risk considerations other than tactical risk. I...
	2nd sub - STEPS 1 AND 2

	Body - Steps 1 and 2 together comprise the risk assessment. In Step 1, individuals identify the h...
	2nd sub - STEPS 3 through 5

	Body - Steps 3 through 5 are the essential follow-through actions to effectively manage risk. In ...
	1st subhead - THE FIVE STEPS APPLIED
	2nd sub - STEP 1. IDENTIFY HAZARDS


	Body - A hazard is an actual or potential condition where the following can occur due to exposure...
	bullet - • Injury, illness, or death of personnel.
	bullet - • Damage to or loss of equipment and property.
	bullet - • Mission degradation.
	Body - Hazards are sources of danger or risks due to enemy or adversary presence and other condit...
	Body - The ability of unit leaders and staffs to identify hazards is key. One reality of today’s ...
	Body - The factors of METT�T provide a sound framework for identifying hazards when planning, pre...
	3rd sub - Mission

	Body - Leaders first analyze the assigned mission. They look at the type of mission to be accompl...
	bullet - • A scheme of maneuver that is difficult to understand or too complex for accurate commu...
	bullet - • The impact of operating under a fragmentary order (FRAGO).
	3rd sub - Enemy

	Body - Commanders look for enemy capabilities that pose significant hazards to the operation. For...
	bullet - • Assess potential advantages to the enemy provided by the battlefield environment.
	bullet - • Fully assess the enemy’s capabilities.
	bullet - • Understand enemy collection capabilities and friendly vulnerabilities to those capabil...
	bullet - • Accurately determine the enemy’s probable COAs.
	bullet - • Plan and coordinate active ground and aerial reconnaissance activities.
	bullet - • Disseminate intelligence about the enemy to lower levels.
	bullet - • Identifying terrorist threats and capabilities.
	Body - Intelligence plays a critical part in identifying hazards associated with tactical risk. I...
	bullet - • Identifying the opportunities and constraints the battlefield environment offers to th...
	bullet - • Thoroughly portraying threat capabilities and vulnerabilities.
	bullet - • Collecting information on populations, governments, and infrastructures.
	Body - FMs�34�130 and 34�60, respectively, provide detailed information on IPB and on counterinte...
	3rd sub - Terrain and Weather

	Body - In addition to those due to the enemy or adversaries, the most obvious hazards to military...
	bullet - • How long the unit has operated in the environment and climate.
	bullet - • Whether the terrain has been crossed before.
	4th sub - Terrain.

	Body - The five main military aspects of terrain—observation and fields of fire, cover and concea...
	bullet - • Observation and fields of fire. Hazards associated with this usually involve when the ...
	bullet - • Cover and concealment. Hazards associated with cover and concealment are created by th...
	bullet - • Obstacles. Hazards associated with obstacles may be accident or tactical. They may be ...
	bullet - • Key terrain and decisive terrain. Hazards are a marked advantage terrain provides to t...
	bullet - • Avenues of approach. Hazards associated with avenues of approach can affect both tacti...
	4th sub - Weather.

	Body - Weather works hand-in-hand with terrain to create hazards. To identify weather hazards, le...
	bullet - • Adverse effects of heat and cold hazards on the performance of soldiers.
	bullet - • Effects of climate and weather on maintenance of vehicles and equipment before beginni...
	bullet - • Hazardous effects of weather on the five military aspects of terrain.
	3rd sub - Troops

	Body - Leaders analyze the capabilities of available friendly troops. Associated hazards impact b...
	bullet - • Hazards to the physical and emotional health of soldiers. Inadequate sanitation facili...
	bullet - • Hazards to task organization or units participating in an operation. Hazards include h...
	bullet - • Hazards associated with long-term missions. Long-term missions include nation building...
	3rd sub - Time Available

	Body - The hazard is insufficient time to plan, prepare, and execute operations. Planning time is...
	3rd sub - Civilians

	Body - The commander’s legal responsibility is to consider hazards to, and safeguarding of, civil...
	bullet - • In a wartime environment. The commander must consider the hazard of collateral damage ...
	bullet - • In a peacetime environment. The commander must consider the political attitudes and pr...
	Body - Adversaries are hostile elements other than the enemy that may be encountered during any o...
	2nd sub - STEP 2. ASSESS HAZARDS

	Body - Step 2 completes the risk assessment. Risk is the chance of hazard or bad consequences. Th...
	Body - The incident must be credible in that it must have a reasonable expectation of happening. ...
	3rd sub - Substep A

	Body - Leaders and staffs assess each hazard in relation to the probability of a hazardous incide...
	Body - 
	fig 2-2 head - FREQUENT (A) Occurs very often, continuously experienced

	fig 2-2 body - Single item
	fig 2-2 body - Occurs very often in service life. Expected to occur several times over duration o...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs continuously during a specific mission or operation, or over a service life.
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs very often in career. Expected to occur several times during mission or ope...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs continuously during a specific mission or operation.
	fig 2-2 head - LIKELY (B) Occurs several times

	fig 2-2 body - Single item
	fig 2-2 body - Occurs several times in service life. Expected to occur during a specific mission ...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs at a high rate, but experienced intermittently (regular intervals, generall...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs several times in career. Expected to occur during a specific mission or ope...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs at a high rate, but experienced intermittently.
	fig 2-2 head - OCCASIONAL (C) Occurs sporadically

	fig 2-2 body - Single item
	fig 2-2 body - Occurs some time in service life. May occur about as often as not during a specifi...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs several times in service life.
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs some time in career. May occur during a specific mission or operation, but ...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs sporadically (irregularly, sparsely, or sometimes).
	Body - 
	Body - 
	fig 2-2 head - SELDOM (D) Remotely possible; could occur at some time

	fig 2-2 body - Single item
	fig 2-2 body - Occurs in service life, but only remotely possible. Not expected to occur during a...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs as isolated incidents. Possible to occur some time in service life, but rar...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs as isolated incident during a career. Remotely possible, but not expected t...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs rarely within exposed population as isolated incidents.
	fig 2-2 head - UNLIKELY (E) Can assume will not occur, but not impossible

	fig 2-2 body - Single item
	fig 2-2 body - Occurrence not impossible, but can assume will almost never occur in service life....
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs very rarely (almost never or improbable). Incidents may occur over service ...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurrence not impossible, but may assume will not occur in career or during a spe...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs very rarely, but not impossible.
	Caption - Figure 2-2. Hazard Probability (continued)
	3rd sub - Substep B


	Body - Substep B addresses the severity of each hazard. It is expressed in terms of—
	bullet - • Degree of injury or illness.
	bullet - • Loss of or damage to equipment or property.
	bullet - • Environmental damage.
	bullet - • Other mission-impairing factors such as lost combat power.
	Body - The degree of severity estimated for each hazard may be based on knowledge of the results ...
	fig 2-3heading - CATASTROPHIC (I) Loss of ability to accomplish the mission or mission failure. D...
	fig 2-3heading - CRITICAL (II) Significantly (severely) degraded mission capability or unit readi...
	fig 2-3heading - MARGINAL (III) Degraded mission capability or unit readiness. Minor damage to eq...
	fig 2-3heading - NEGLIGIBLE (IV) Little or no adverse impact on mission capability. First aid or ...
	Caption - Figure 2-3. Hazard Severity
	3rd sub - Substep C


	Body - In this substep leaders and staffs expand what they understand about probable hazardous in...
	Body - Figure 2-4 is a standardized matrix that can be used to assist in this process. Leaders an...
	Body - Figure�2-5 provides a summary of the levels of risk. It also provides examples of hazardou...
	new fig 2-5 - E - Extremely High: Loss of ability to accomplish the mission if hazards occur duri...
	new fig 2-5 - Example: A commander finds that one of his implied tasks to attack an objective inv...
	new fig 2-5 - H - High: Significant degradation of mission capabilities in terms of the required ...
	new fig 2-5 - Example: During a preplanned ambush, the leader discovers that the force he intends...
	new fig 2-5 - M - Moderate: Expected degraded mission capabilities in terms of the required missi...
	new fig 2-5 - Example: A commander in a defensive position receives a warning order to be prepare...
	new fig 2-5 - L - Low: Expected losses have little or no impact on accomplishing the mission. The...
	new fig 2-5 - Example: A mechanized task force (TF) conducting a movement to contact in a desert ...
	Caption - Figure 2-5. Levels of Risk (continued)
	2nd sub - STEP 3. DEVELOP CONTROLS AND MAKE RISK DECISIONS


	sec quote - Risk management is the recognition that decision making occurs under conditions of un...
	sec quote byline - FM 100-7, Decisive Force:
	sec quote byline - The Army in Theater Operations, May 1995
	Body - Step 3 is accomplished in two substeps: develop controls and make risk decisions. This is ...
	3rd sub - Substep A - Develop Controls

	Body - After assessing each hazard, leaders develop one or more controls that either eliminate th...
	4th sub - Types of Controls

	Body - Controls can take many forms, but fall into three basic categories—educational controls, p...
	bullet - • Educational controls. These controls are based on the knowledge and skills of the unit...
	bullet - • Physical controls. These controls may take the form of barriers and guards or signs to...
	bullet - • Avoidance. These controls are applied when leaders take positive action to prevent con...
	4th sub - Criteria for Controls.

	Body - To be effective, each control developed must meet the following criteria:
	bullet - • Suitability. It must remove the hazard or mitigate (reduce) the residual risk to an ac...
	bullet - • Feasibility. The unit must have the capability to implement the control.
	bullet - • Acceptability. The benefit gained by implementing the control must justify the cost in...
	fig 2-6 - Support Availability of adequate personnel, equipment, supplies, and facilities necessa...
	fig 2-6 - Standards Guidance and procedures for implementing a control are clear, practical, and ...
	fig 2-6 - Training Knowledge and skills are adequate to implement a control.
	fig 2-6 - Leadership Leaders are competent to implement a control.
	fig 2-6 - Individual Individual soldiers are sufficiently self-disciplined to implement a control.
	Caption - Figure 2-6. Criteria for Determining Acceptability of Controls
	4th sub - Examples of Controls.


	Body - Examples of controls include—
	bullet - • Engineering or designing to eliminate or control hazards.
	bullet - • Selecting a COA that avoids identified hazards.
	bullet - • Limiting the number of people and the amount of time they are exposed to hazards, cons...
	bullet - • Selecting personnel with appropriate mental, emotional, and physical capabilities.
	bullet - • Providing protective clothing, equipment, and safety and security devices.
	bullet - • Providing such services as adequate sanitation facilities and water purification capab...
	bullet - • Providing warning signs and signals.
	bullet - • Scheduling vehicle and aircraft silhouette drills.
	bullet - • Planning training, including rehearsals, rock drills, battle drills, and so forth.
	bullet - • Programming communications links for key civilian organizations.
	bullet - • Establishing battlefield controls such as areas of operations and boundaries, direct f...
	bullet - • Developing terrorist attack warning systems and response plans.
	Body - The key is to specify who, what, where, when, and how each control is to be used. For exam...
	bullet - • Planning and scheduling intensive threat and friendly vehicle identification refresher...
	bullet - • Programming installation of crashworthy passenger seats in the UH�60 Blackhawk, when m...
	bullet - • Requiring soldiers to wear flak vests and helmets during movement to contact, or when ...
	bullet - • Establishing strong continuity documents and planning overlap tours for key leaders fa...
	4th sub - Residual Risk.

	Body - Once the responsible leader develops and accepts controls, he determines the residual risk...
	bullet - • Residual risk is the risk remaining after controls have been selected for the hazard. ...
	bullet - • Overall residual risk of a mission must be determined when more than one hazard is ide...
	3rd sub - Substep B - Make Risk Decision

	Body - A key element of the risk decision is determining if the risk is justified. The commander ...
	Body - Leaders can use the risk assessment matrix in Figure�2�4—in conjunction with their command...
	2nd sub - STEP 4. IMPLEMENT CONTROLS

	Body - Leaders and staffs ensure that controls are integrated into SOPs, written and verbal order...
	bullet - • Appropriate superior, adjacent, and subordinate units and those executing the mission.
	bullet - • Logistics Civil Augmentation Program (LOGCAP) organizations and civilian agencies that...
	Body - The media, NGOs, and PVOs must be included in coordination when their presence impacts or ...
	Body - Leaders must explain how supervisors will implement controls. Examples of control implemen...
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	sec quote byline - FM 100-7, Decisive Force: The Army in Theater Operations, May 1995
	Body - Integrating risk management into training and operations—
	bullet - • Preserves the lives and well-being of everyone.
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	Body - Risk decisions are commanders’ business. Such decisions are normally based on the next hig...
	Body - Both leaders and staffs manage risk. Staff members continuously look for hazards associate...
	Body - 
	2.pdf
	Special Segment Title - Risk management assists the commander or leader in—
	Special Segment Bullet - • Conserving lives and resources and avoiding unnecessary risk.
	Special Segment Bullet - • Making an informed decision to implement a COA.
	Special Segment Bullet - • Identifying feasible and effective control measures where specific sta...
	Special Segment Bullet - • Providing reasonable alternatives for mission accomplishment.
	Special Segment Title - Risk management does not—
	Special Segment Bullet - • Inhibit the commander’s and leader's flexibility and initiative.
	Special Segment Bullet - • Remove risk altogether, or support a zero defects mindset.
	Special Segment Bullet - • Require a GO/NO-GO decision.
	Special Segment Bullet - • Sanction or justify violating the law.
	Special Segment Bullet - • Remove the necessity for standard drills, tactics, techniques, and pro...
	Caption - Figure 1-2. Key Aspects of Risk Management

	chapter no. - Chapter 1
	chapter title - Risk Management Fundamentals

	sec quote - Sizing up opponents to determine victory, assessing dangers and distances is the prop...
	sec quote byline - Sun Tzu, The Art of War, “Terrain”
	intro text - Risk management is the process of identifying, assessing, and controlling risks aris...
	intro text - Risk is characterized by both the probability and severity of a potential loss that ...
	1st subhead - BACKGROUND

	Body - Throughout the history of armed conflict, government and military leaders have tried to re...
	bullet - • Effects of casualties.
	bullet - • Impact on civilians.
	bullet - • Damage to the environment.
	bullet - • Loss of equipment.
	bullet - • Level of public reaction.
	Body - War is inherently complex, dynamic, and fluid. It is characterized by uncertainty, ambigui...
	Body - Historically, the Army has had more accidental losses, including fratricide (friendly fire...
	bullet - • An ever-changing operational environment.
	bullet - • Effects of a fast-paced, high-operational tempo (OPTEMPO) and a high-personnel tempo (...
	bullet - • Equipment failure, support failure, and the effects of the physical environment.
	1st subhead - PRINCIPLES

	Body - The basic principles that provide a framework for implementing the risk management process...
	bullet - • Integrating risk management into mission planning, preparation, and execution. Leaders...
	bullet - • Making risk decisions at the appropriate level in the chain of command. The commander ...
	bullet - • Accepting no unnecessary risk. Commanders compare and balance risks against mission ex...
	1st subhead - APPLICABILITY

	Body - Risk management applies to all situations and environments across the wide range of Army o...
	2nd sub - DEVELOPMENT

	Body - Development concerns include force design, manpower allocation, training and training deve...
	3rd sub - Force Design

	Body - Concerns include risks introduced in trade-off decisions that involve the design and equip...
	bullet - • Tables of organization and equipment (TOE).
	bullet - • Modification tables of organization and equipment (MTOE).
	bullet - • Tables of distribution and allowances (TDA) organizations.
	3rd sub - Manpower Allocations

	Body - Concerns include shortfalls in manning that put unit readiness and full use of combat syst...
	3rd sub - Training and Training Developments

	Body - Concerns include hazardous and critical training tasks and feasible risk reduction measure...
	3rd sub - Combat and Materiel Developments and Battle Laboratories

	Body - Concerns include providing a means to assist in making informed trade-off decisions such as—
	bullet - • Balancing equipment form, fit, and function.
	bullet - • Balancing the durability and cost of equipment and spare parts against their reliabili...
	bullet - • Determining the environmental impact.
	bullet - • Determining whether to accept systems with less than the full capabilities prescribed ...
	Body - ARs 70-1 and 385-16 and MIL-STD-882 provide details on risk management application in the ...
	2nd sub - FIELDING

	Body - Fielding concerns include personnel assignments, sustainment and logistics, training, and ...
	3rd sub - Personnel Assignments

	Body - Concerns include making informed decisions in assigning replacement personnel. For example...
	3rd sub - Sustainment and Logistics

	Body - Concerns include enhancing one’s ability to determine support requirements, the order in w...
	3rd sub - Training

	Body - Concerns include helping leaders determine the—
	bullet - • Balance between training realism and unnecessary risks in training.
	bullet - • Impact of training operations on the environment.
	bullet - • Level of proficiency and experience of soldiers and leaders.
	3rd sub - Base Operations

	Body - Concerns include prioritizing the execution of base operations functions to get the most b...
	2nd sub - EMPLOYMENT

	Body - Employment concerns include force protection and deployment, operations, and redeployment.
	3rd sub - Force Protection

	Body - Concerns include developing a plan that identifies threats and their associated hazards an...
	3rd sub - Deployment, Operations, and Redeployment

	Body - Concerns include—
	bullet - • Analyzing the factors of mission, enemy, terrain, troops, and time available (METT�T) ...
	bullet - • Determining the correct units, equipment composition, and sequence.
	bullet - • Identifying controls essential to safety and environmental protection.
	1st subhead - CONSTRAINTS

	Body - Risk management does not convey authority to violate the law-of- land warfare or deliberat...
	Body - Risk management assists the commander in complying with regulatory and legal requirements by—
	bullet - • Identifying applicable legal standards that affect the mission.
	bullet - • Identifying alternate COAs or alternate standards that meet the intent of the law.
	bullet - • Ensuring better use of limited resources through establishing priorities to correct kn...
	Caption - Figure 1-1. Battle and Nonbattle Casualties
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	chapter no. - Chapter 2
	chapter title - Risk Management Process

	sec quote - First reckon, then risk
	sec quote byline - Field Marshal Helmuth von Moltke
	intro text - This chapter provides the essence of the five-step risk management process. It illus...
	1st subhead - THE FIVE STEPS: AN OVERVIEW

	Body - Risk management is the process of identifying and controlling hazards to conserve combat p...
	bullet - • Step 1. Identify hazards.
	bullet - • Step 2. Assess hazards to determine risks.
	bullet - • Step 3. Develop controls and make risk decisions.
	bullet - • Step 4. Implement controls.
	bullet - • Step 5. Supervise and evaluate.
	Body - This five-step process is integrated into the military decision-making process as shown in...
	Body - FM�100�40 provides insight into the context in which the risk management process is applie...
	bullet - • Solving tactical problems (Chapter 1).
	bullet - • The science and art of tactics (Chapter 1).
	bullet - • Hasty versus deliberate operations (Chapter 1).
	bullet - • The plan-prepare-execute cycle (Chapter 1).
	bullet - • Basic tactical control measures (Chapter 2).
	bullet - • The factors of METT�T (Chapter 2).
	Body - Risk decisions should be based upon awareness rather than mechanical habit. Leaders should...
	bullet - • Tactical risk is risk concerned with hazards that exist because of the presence of eit...
	bullet - • Accident risk includes all operational risk considerations other than tactical risk. I...
	2nd sub - STEPS 1 AND 2

	Body - Steps 1 and 2 together comprise the risk assessment. In Step 1, individuals identify the h...
	2nd sub - STEPS 3 through 5

	Body - Steps 3 through 5 are the essential follow-through actions to effectively manage risk. In ...
	1st subhead - THE FIVE STEPS APPLIED
	2nd sub - STEP 1. IDENTIFY HAZARDS


	Body - A hazard is an actual or potential condition where the following can occur due to exposure...
	bullet - • Injury, illness, or death of personnel.
	bullet - • Damage to or loss of equipment and property.
	bullet - • Mission degradation.
	Body - Hazards are sources of danger or risks due to enemy or adversary presence and other condit...
	Body - The ability of unit leaders and staffs to identify hazards is key. One reality of today’s ...
	Body - The factors of METT�T provide a sound framework for identifying hazards when planning, pre...
	3rd sub - Mission

	Body - Leaders first analyze the assigned mission. They look at the type of mission to be accompl...
	bullet - • A scheme of maneuver that is difficult to understand or too complex for accurate commu...
	bullet - • The impact of operating under a fragmentary order (FRAGO).
	3rd sub - Enemy

	Body - Commanders look for enemy capabilities that pose significant hazards to the operation. For...
	bullet - • Assess potential advantages to the enemy provided by the battlefield environment.
	bullet - • Fully assess the enemy’s capabilities.
	bullet - • Understand enemy collection capabilities and friendly vulnerabilities to those capabil...
	bullet - • Accurately determine the enemy’s probable COAs.
	bullet - • Plan and coordinate active ground and aerial reconnaissance activities.
	bullet - • Disseminate intelligence about the enemy to lower levels.
	bullet - • Identifying terrorist threats and capabilities.
	Body - Intelligence plays a critical part in identifying hazards associated with tactical risk. I...
	bullet - • Identifying the opportunities and constraints the battlefield environment offers to th...
	bullet - • Thoroughly portraying threat capabilities and vulnerabilities.
	bullet - • Collecting information on populations, governments, and infrastructures.
	Body - FMs�34�130 and 34�60, respectively, provide detailed information on IPB and on counterinte...
	3rd sub - Terrain and Weather

	Body - In addition to those due to the enemy or adversaries, the most obvious hazards to military...
	bullet - • How long the unit has operated in the environment and climate.
	bullet - • Whether the terrain has been crossed before.
	4th sub - Terrain.

	Body - The five main military aspects of terrain—observation and fields of fire, cover and concea...
	bullet - • Observation and fields of fire. Hazards associated with this usually involve when the ...
	bullet - • Cover and concealment. Hazards associated with cover and concealment are created by th...
	bullet - • Obstacles. Hazards associated with obstacles may be accident or tactical. They may be ...
	bullet - • Key terrain and decisive terrain. Hazards are a marked advantage terrain provides to t...
	bullet - • Avenues of approach. Hazards associated with avenues of approach can affect both tacti...
	4th sub - Weather.

	Body - Weather works hand-in-hand with terrain to create hazards. To identify weather hazards, le...
	bullet - • Adverse effects of heat and cold hazards on the performance of soldiers.
	bullet - • Effects of climate and weather on maintenance of vehicles and equipment before beginni...
	bullet - • Hazardous effects of weather on the five military aspects of terrain.
	3rd sub - Troops

	Body - Leaders analyze the capabilities of available friendly troops. Associated hazards impact b...
	bullet - • Hazards to the physical and emotional health of soldiers. Inadequate sanitation facili...
	bullet - • Hazards to task organization or units participating in an operation. Hazards include h...
	bullet - • Hazards associated with long-term missions. Long-term missions include nation building...
	3rd sub - Time Available

	Body - The hazard is insufficient time to plan, prepare, and execute operations. Planning time is...
	3rd sub - Civilians

	Body - The commander’s legal responsibility is to consider hazards to, and safeguarding of, civil...
	bullet - • In a wartime environment. The commander must consider the hazard of collateral damage ...
	bullet - • In a peacetime environment. The commander must consider the political attitudes and pr...
	Body - Adversaries are hostile elements other than the enemy that may be encountered during any o...
	2nd sub - STEP 2. ASSESS HAZARDS

	Body - Step 2 completes the risk assessment. Risk is the chance of hazard or bad consequences. Th...
	Body - The incident must be credible in that it must have a reasonable expectation of happening. ...
	3rd sub - Substep A

	Body - Leaders and staffs assess each hazard in relation to the probability of a hazardous incide...
	Body - 
	fig 2-2 head - FREQUENT (A) Occurs very often, continuously experienced

	fig 2-2 body - Single item
	fig 2-2 body - Occurs very often in service life. Expected to occur several times over duration o...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs continuously during a specific mission or operation, or over a service life.
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs very often in career. Expected to occur several times during mission or ope...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs continuously during a specific mission or operation.
	fig 2-2 head - LIKELY (B) Occurs several times

	fig 2-2 body - Single item
	fig 2-2 body - Occurs several times in service life. Expected to occur during a specific mission ...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs at a high rate, but experienced intermittently (regular intervals, generall...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs several times in career. Expected to occur during a specific mission or ope...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs at a high rate, but experienced intermittently.
	fig 2-2 head - OCCASIONAL (C) Occurs sporadically

	fig 2-2 body - Single item
	fig 2-2 body - Occurs some time in service life. May occur about as often as not during a specifi...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs several times in service life.
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs some time in career. May occur during a specific mission or operation, but ...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs sporadically (irregularly, sparsely, or sometimes).
	Body - 
	Body - 
	fig 2-2 head - SELDOM (D) Remotely possible; could occur at some time

	fig 2-2 body - Single item
	fig 2-2 body - Occurs in service life, but only remotely possible. Not expected to occur during a...
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs as isolated incidents. Possible to occur some time in service life, but rar...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurs as isolated incident during a career. Remotely possible, but not expected t...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs rarely within exposed population as isolated incidents.
	fig 2-2 head - UNLIKELY (E) Can assume will not occur, but not impossible

	fig 2-2 body - Single item
	fig 2-2 body - Occurrence not impossible, but can assume will almost never occur in service life....
	fig 2-2 body - Fleet or inventory of items
	fig 2-2 body - Occurs very rarely (almost never or improbable). Incidents may occur over service ...
	fig 2-2 body - Individual soldier
	fig 2-2 body - Occurrence not impossible, but may assume will not occur in career or during a spe...
	fig 2-2 body - All soldiers exposed
	fig 2-2 body - Occurs very rarely, but not impossible.
	Caption - Figure 2-2. Hazard Probability (continued)
	3rd sub - Substep B


	Body - Substep B addresses the severity of each hazard. It is expressed in terms of—
	bullet - • Degree of injury or illness.
	bullet - • Loss of or damage to equipment or property.
	bullet - • Environmental damage.
	bullet - • Other mission-impairing factors such as lost combat power.
	Body - The degree of severity estimated for each hazard may be based on knowledge of the results ...
	fig 2-3heading - CATASTROPHIC (I) Loss of ability to accomplish the mission or mission failure. D...
	fig 2-3heading - CRITICAL (II) Significantly (severely) degraded mission capability or unit readi...
	fig 2-3heading - MARGINAL (III) Degraded mission capability or unit readiness. Minor damage to eq...
	fig 2-3heading - NEGLIGIBLE (IV) Little or no adverse impact on mission capability. First aid or ...
	Caption - Figure 2-3. Hazard Severity
	3rd sub - Substep C


	Body - In this substep leaders and staffs expand what they understand about probable hazardous in...
	Body - Figure 2-4 is a standardized matrix that can be used to assist in this process. Leaders an...
	Body - Figure�2-5 provides a summary of the levels of risk. It also provides examples of hazardou...
	new fig 2-5 - E - Extremely High: Loss of ability to accomplish the mission if hazards occur duri...
	new fig 2-5 - Example: A commander finds that one of his implied tasks to attack an objective inv...
	new fig 2-5 - H - High: Significant degradation of mission capabilities in terms of the required ...
	new fig 2-5 - Example: During a preplanned ambush, the leader discovers that the force he intends...
	new fig 2-5 - M - Moderate: Expected degraded mission capabilities in terms of the required missi...
	new fig 2-5 - Example: A commander in a defensive position receives a warning order to be prepare...
	new fig 2-5 - L - Low: Expected losses have little or no impact on accomplishing the mission. The...
	new fig 2-5 - Example: A mechanized task force (TF) conducting a movement to contact in a desert ...
	Caption - Figure 2-5. Levels of Risk (continued)
	2nd sub - STEP 3. DEVELOP CONTROLS AND MAKE RISK DECISIONS


	sec quote - Risk management is the recognition that decision making occurs under conditions of un...
	sec quote byline - FM 100-7, Decisive Force:
	sec quote byline - The Army in Theater Operations, May 1995
	Body - Step 3 is accomplished in two substeps: develop controls and make risk decisions. This is ...
	3rd sub - Substep A - Develop Controls

	Body - After assessing each hazard, leaders develop one or more controls that either eliminate th...
	4th sub - Types of Controls

	Body - Controls can take many forms, but fall into three basic categories—educational controls, p...
	bullet - • Educational controls. These controls are based on the knowledge and skills of the unit...
	bullet - • Physical controls. These controls may take the form of barriers and guards or signs to...
	bullet - • Avoidance. These controls are applied when leaders take positive action to prevent con...
	4th sub - Criteria for Controls.

	Body - To be effective, each control developed must meet the following criteria:
	bullet - • Suitability. It must remove the hazard or mitigate (reduce) the residual risk to an ac...
	bullet - • Feasibility. The unit must have the capability to implement the control.
	bullet - • Acceptability. The benefit gained by implementing the control must justify the cost in...
	fig 2-6 - Support Availability of adequate personnel, equipment, supplies, and facilities necessa...
	fig 2-6 - Standards Guidance and procedures for implementing a control are clear, practical, and ...
	fig 2-6 - Training Knowledge and skills are adequate to implement a control.
	fig 2-6 - Leadership Leaders are competent to implement a control.
	fig 2-6 - Individual Individual soldiers are sufficiently self-disciplined to implement a control.
	Caption - Figure 2-6. Criteria for Determining Acceptability of Controls
	4th sub - Examples of Controls.


	Body - Examples of controls include—
	bullet - • Engineering or designing to eliminate or control hazards.
	bullet - • Selecting a COA that avoids identified hazards.
	bullet - • Limiting the number of people and the amount of time they are exposed to hazards, cons...
	bullet - • Selecting personnel with appropriate mental, emotional, and physical capabilities.
	bullet - • Providing protective clothing, equipment, and safety and security devices.
	bullet - • Providing such services as adequate sanitation facilities and water purification capab...
	bullet - • Providing warning signs and signals.
	bullet - • Scheduling vehicle and aircraft silhouette drills.
	bullet - • Planning training, including rehearsals, rock drills, battle drills, and so forth.
	bullet - • Programming communications links for key civilian organizations.
	bullet - • Establishing battlefield controls such as areas of operations and boundaries, direct f...
	bullet - • Developing terrorist attack warning systems and response plans.
	Body - The key is to specify who, what, where, when, and how each control is to be used. For exam...
	bullet - • Planning and scheduling intensive threat and friendly vehicle identification refresher...
	bullet - • Programming installation of crashworthy passenger seats in the UH�60 Blackhawk, when m...
	bullet - • Requiring soldiers to wear flak vests and helmets during movement to contact, or when ...
	bullet - • Establishing strong continuity documents and planning overlap tours for key leaders fa...
	4th sub - Residual Risk.

	Body - Once the responsible leader develops and accepts controls, he determines the residual risk...
	bullet - • Residual risk is the risk remaining after controls have been selected for the hazard. ...
	bullet - • Overall residual risk of a mission must be determined when more than one hazard is ide...
	3rd sub - Substep B - Make Risk Decision

	Body - A key element of the risk decision is determining if the risk is justified. The commander ...
	Body - Leaders can use the risk assessment matrix in Figure�2�4—in conjunction with their command...
	2nd sub - STEP 4. IMPLEMENT CONTROLS

	Body - Leaders and staffs ensure that controls are integrated into SOPs, written and verbal order...
	bullet - • Appropriate superior, adjacent, and subordinate units and those executing the mission.
	bullet - • Logistics Civil Augmentation Program (LOGCAP) organizations and civilian agencies that...
	Body - The media, NGOs, and PVOs must be included in coordination when their presence impacts or ...
	Body - Leaders must explain how supervisors will implement controls. Examples of control implemen...
	bullet - • Conducting vehicle and aircraft silhouette drills.
	bullet - • Conducting rehearsals, rock drills, battle drills, and so forth.
	bullet - • Conducting intensive threat and friendly vehicle identification refresher training for...
	bullet - • Conducting orientation for replacement personnel.
	bullet - • Installing and maintaining communications links for key civilian organizations.
	bullet - • Operating in convoys of four vehicles minimum.
	bullet - • Carrying weapons and wearing flak jackets and helmets when outside secure compounds.
	2nd sub - STEP 5. SUPERVISE AND EVALUATE

	sec quote - Leaders must supervise the execution of their orders. The more untrained the troops, ...
	sec quote byline - Infantry in Battle, 1939
	Body - During mission preparation and execution, leaders must ensure that their subordinates unde...
	3rd sub - Supervise

	Body - Leaders supervise mission rehearsal and execution to ensure standards and controls are enf...
	Body - During sustained operations, leaders continue planning to ensure that controls emplaced at...
	bullet - • Climatic extremes.
	bullet - • NBC and hazardous waste contamination.
	bullet - • Diseases native to a particular area of operation or indigenous population.
	bullet - • Terrorist threats.
	3rd sub - Evaluate

	Body - After a mission, leaders and individuals evaluate how well the risk management process was...
	bullet - • Determine how to ensure that successes are continued to the next mission.
	bullet - • Capture and disseminate lessons learned so that others may benefit from the experience.
	bullet - • Consider the effectiveness of the risk assessment in identifying and accurately assess...
	bullet - • Determine whether the level of residual risk of each hazard and of the overall mission...
	bullet - • Evaluate the effectiveness of each control in reducing or removing risk, including whe...
	Body - Leaders and individuals determine why some controls were ineffective and what should be do...
	Body - Figure 2-7 shows that the risk management process continues throughout a mission as well a...
	1st subhead - TOOLS AND PITFALLS

	Body - The appendix�provides examples of risk management tools to help leaders assess identified ...
	Body - Units train to a standard. They operate and train regardless of the degree of real or perc...
	Body - Figure�A�7 provides an example of risk management considerations integrated into a mission...
	Body - Pitfalls arise when risk management tools are used without adaptation to the factors of ME...
	Body - Completing the risk assessment alone, but failing to identify effective controls, usually ...
	Caption - Figure 2-5. Levels of Risk
	Caption - Figure 2-7. Continuous Application of Risk Management
	Caption - Figure 2-1. Risk Management Steps Correlated with Military Decision-Making Tasks
	Caption - Figure 2-2. Hazard Probability
	Caption - Figure 2-4. Risk Assessment Matrix
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	chapter title - Risk Management Implementation

	sec quote - It is imperative to develop twenty-first century leaders who trust their subordinates...
	sec quote byline - GEN William W. Hartzog
	sec quote byline - Commanding General
	sec quote byline - US Army Training and Doctrine Command
	intro text - This chapter presents the moral and ethical implications of risk management. It outl...
	1st subhead - MORAL AND ETHICAL IMPLICATIONS FOR LEADERS

	Body - To be successful, risk management must be underwritten by the chain of command. Leaders sh...
	Body - Leaders accept that things may go wrong, even with the certain knowledge that a subordinat...
	sec quote - Everyday as we respond to the nation’s needs, we expose our soldiers to hazards in un...
	sec quote byline - General Dennis J. Reimer
	sec quote byline - Chief of Staff, Army
	1st subhead - RESPONSIBILITIES

	Body - One critical task for all operations is minimizing risk. Every military plan must make thi...
	Body - The commander and his staff must look at tactical risks and accident risks. They use the s...
	Body - Leaders and soldiers at all levels are responsible and accountable for managing risks by e...
	bullet - • Identified during planning, preparation, and execution of operations.
	bullet - • Controlled during preparation and execution of operations.
	Body - Soldiers are responsible for executing risk controls to standards. They must continuously ...
	Body - Sometimes commanders are not properly advised in situations where the assumption of risk m...
	bullet - • The risk denial syndrome in which leaders do not want to know of the risk.
	bullet - • A staff member who believes that the risk decision is part of his job and does not wan...
	bullet - • A subordinate who does not fully understand the higher commander’s guidance.
	bullet - • Complacency—outright failure to recognize a hazard or the level of risk involved, or o...
	bullet - • Use of a standardized risk assessment tool, such as a risk assessment card, that is no...
	2nd sub - COMMANDERS

	Body - The commander directs the organization and sets priorities and the command climate (values...
	bullet - • Demonstrating consistent and sustained risk management behavior through leading by exa...
	bullet - • Providing clear guidance, when appropriate, on where or what risk to accept.
	bullet - • Obtaining and providing to subordinates the necessary assets to control risk.
	bullet - • Knowing their own limitations, their leaders’ and soldiers’ limitations, and their uni...
	bullet - • Preventing a zero-defects mindset from creeping into their command’s culture.
	bullet - • Allowing subordinates to make mistakes and learn from them.
	bullet - • Demonstrating full confidence in subordinates’ mastery of their trade and their abilit...
	bullet - • Keeping subordinates informed; consulting with subordinate leaders before making a dec...
	bullet - • Listening to subordinates.
	Body - Commanders are responsible and accountable for their own actions and those of units under ...
	Body - Command is often exercised in conditions of uncertainty and ambiguity, where violence, dan...
	Body - Avoiding the zero-risk mindset requires the exercise of positive leadership. The commander...
	Body - Risk management is a two-way street. It is important that those involved in mission prepar...
	Body - The objective of managing risk is not to remove all risk, but to eliminate unnecessary ris...
	2nd sub - Leaders

	Body - Many of the tasks identified for commanders apply to all leaders. Leaders’ specific respon...
	bullet - • Establishing clear, feasible risk management policies and goals.
	bullet - • Conducting detailed planning within time constraints; assessing each mission and task ...
	bullet - • Making informed risk decisions and establishing and clearly communicating risk guidance.
	bullet - • Training the risk management process. Ensuring subordinates understand the who, what, ...
	bullet - • Examining how subordinates manage risk and how soldiers protect themselves.
	bullet - • Supervising and evaluating the unit’s execution of risk controls during the mission to...
	bullet - • Advising his chain of command on risks and risk-reduction measures.
	bullet - • Providing subordinates with feedback on their performance and ways to improve.
	bullet - • Assessing the effectiveness of their unit’s risk management program.
	bullet - • Capturing and disseminating lessons learned to ensure they are continued from mission ...
	2nd sub - STAFFs

	Body - The chief of staff or executive officer is responsible for supervising integration of risk...
	bullet - • Analyzing his functional area and applying risk management during the military decisio...
	bullet - • Identifying constraints in the higher commander’s risk guidance.
	bullet - • Including hazards and their risks in the mission analysis briefing.
	bullet - • Including a risk assessment for the commander’s estimate.
	bullet - • Considering the risk assessment in the operations estimate.
	bullet - • Including risks and recommending ways to reduce their impact in the staff estimate.
	bullet - • Implementing risk controls by coordinating and integrating them into the appropriate p...
	bullet - • Establishing procedures and standards that are clear and practical.
	bullet - • Determining the effectiveness of hazard/risk controls and continuously assessing their...
	bullet - • Supervising, evaluating, and assessing the integration of risk management during an op...
	bullet - • Continuously identifying hazards, assessing initial and residual risks for each hazard...
	bullet - • Identifying and assessing hazards associated with complacency, especially during exten...
	Body - At the operational level, staffs focus on hazards and their risks across the spectrum of p...
	2nd sub - INDIVIDUALS

	Body - The level of expertise and maturity of the individual influence his proficiency in managin...
	Body - Some soldiers and individuals ignore existing standards and improvise their own. Due to in...
	bullet - • Overestimating their ability to respond to or recover from a hazardous incident—they b...
	bullet - • Underestimating the level of risk posed by a hazard.
	Body - It is imperative that individuals understand and execute controls implemented by leaders a...
	Body - Individuals must maintain situational awareness and self- discipline when they perform the...
	bullet - • Understand and apply risk management.
	bullet - • Execute controls directed by their leaders, that is, perform to standards.
	bullet - • Carry risk management over into training and activities—both on and off duty.
	bullet - • Look out for others—anyone has authority to halt something that is inherently unsafe.
	1st subhead - INTEGRATION INTO TRAINING AND OPERATIONS

	sec quote - ARFOR commanders/leaders must continuously employ risk management approaches to effec...
	sec quote byline - FM 100-7, Decisive Force: The Army in Theater Operations, May 1995
	Body - Integrating risk management into training and operations—
	bullet - • Preserves the lives and well-being of everyone.
	bullet - • Conserves equipment, facilities, environmental resources, and combat power.
	Body - Risk management must not be treated as an afterthought. It must be planned for up front. L...
	Body - When integrating risk management into sustained operations, leaders must consider increase...
	bullet - • The complexity of mission development and associated changing interrelationships with ...
	bullet - • The inclusion of civilian contractors, for example, LOGCAP, as part of the force.
	bullet - • The presence of the media, NGOs, and PVOs.
	Body - These diverse elements need to be integrated into the risk management process.
	Body - Two key considerations relevant to managing risk in complex operational environments include—
	bullet - • Understanding the culture of the indigenous population or society and its way of doing...
	bullet - • The dynamics of managing risk and the way the leader and his subordinates manage risk....
	Sub Bullet - — Having the right combination of well-trained, disciplined, well-armed, and well-eq...
	Sub Bullet - — Issuing clear guidance to minimize risk.
	Sub Bullet - — Determining and implementing risk controls for carrying out the mission.
	Sub Bullet - — Maintaining situational awareness, especially of vulnerabilities.
	Sub Bullet - — Avoiding unnecessary accident risk.
	Body - Risk management works best when incorporated into existing command training and operationa...
	bullet - • Development of policy, goals, objectives, and priorities in the commander’s quarterly ...
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